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1. Key Takeaways of This Document

(1)Purpose of This Document

e This document provides an overview of the background to and key changes made in the revision of the CPSF from
Version 1.0 to Version 1.1.

(2)Background to the CPSF Revision and Future Plans (P.4~8)
e This section explains why CPSF Version 1.0, published in 2019, was revised and outlines the approach to future
revisions.

(3)Cross-Reference Table of Previous and Revised Security Measure Requirement IDs (P.9~37)

e The cross-reference table shows how each security measure requirement in CPSF Version 1.0 corresponds to, or has
been consolidated into, the requirements in Version 1.1.

e The tracked-changes version of CPSF Version 1.1 shows how the security measure requirements have been revised,
but does not show the relationship between the requirements in Versions 1.0 and 1.1. Please refer to the cross-
reference table in this document when comparing the two versions.

(4)Revision of the Main Text of the CPSF (P.38)

e This fiscal year’s revision of the main text primarily concerns the security measure requirements in Part III. Changes
to the other parts have been limited. For details of specific changes other than those to the security measure
requirements, please refer to the tracked-changes version of CPSF Version 1.1.



1. Key Takeaways of This Document

(5)Revision of Appendix B (P.39)

e Appendix B shows the relationships between incidents, risk sources, and security measure requirements. As only the
security measure requirements were revised this fiscal year, a detailed cross-reference between Versions 1.0 and 1.1
was considered unnecessary. This document therefore provides only an overview of the changes to Appendix B.

(6)Revision of Appendix C (P.40~43)

e The changes to Appendix C fall mainly into three categories: security measure requirements, examples of security
measures, and referenced guidelines. Of these, the newly added examples of security measures represent the most
significant new content and are presented on the following pages. For changes to the security measure requirements,
please refer to the cross-reference table above. For changes to the referenced guidelines, please refer to the overview
materials and other information published by the respective issuing organizations.

(7)Revision of Appendix D (P.44)

e As the international standards referenced in CPSF Version 1.0 have themselves been revised, a detailed cross-
reference between Versions 1.0 and 1.1 was considered unnecessary. This document therefore provides only an
overview of the changes to Appendix D.

(8)Revision of Appendix E (P.45)
e The revision of Appendix E primarily reflects updates to the standards and other sources referenced for individual
terms. Please refer to the tracked-changes version of the glossary for details.



2. Background to the Development of the CPSF

The 5th Science and Technology Basic Plan (Japanese Cabinet Decision of January 22, 2016) has defined
“Society5.0” as a human-centered super-smart society with advanced digital technologies. Japan’s Ministry of
Economy, Trade and Industry (METI) has established the Cyber/Physical Security Framework (CPSF), developing
a model for appropriately identifying and assessing the risks faced by value-creating activities in the emerging
industrial society. The framework clarifies sources of risk and provides a set of security measures and guidelines
that industry can use to address its own cybersecurity challenges. The CPSF's importance has continued to
grow, driven by advancements in technologies such as IoT, digital twins, data spaces, and, more recently,
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2. Background to the Development of the CPSF -

Cyber/Physical Security Framework (CPSF) was established to contribute to the global harmonization by providing
a framework that can be applied at the operational level of security measures implemented by individual
organizations, with the entire value creation process (*) in the new industrial society defined as its scope of
application.

B The scope of identifying risk sources and applying security measures under this framework
encompasses the entire value creation process (*) in the new industrial society

Purpose and Scope B (*)A value creation activity in which various physical assets, systems, and data are

dynamically interconnected across both cyberspace and physical space to generate added

value. (a “Society 5.0”-type supply chain)

B Chief Information Security Officers (CISOs)

B Personnel in strategy and planning departments responsible for supply chain management
(primarily Part I)

B Security professionals at companies, organizations, and other entities involved in the value
creation process

B Personnel responsible for the development and quality assurance of information and
control system equipment, as well as system design, implementation, and verification

B Personnel responsible for data management

B Representatives of industry associations and similar organizations responsible for
developing security guidelines and related measures for their respective industrial sectors

Intended Readers

B Can be utilized at the operational level of the security measures implemented by individual
F r f th organ|zat|ons.. ' _ o _ ' '
elftu €S 0 T{ € B Enables organizations to understand the cost implications of security by illustrating both
ramewor the necessity of security measures and examples of appropriate levels of protection.
B Contributes to the realization of global harmonization. 5




2. Background to the revision of the CPSF -

e The CPSF is structured in three parts, separating the components that require frequent review and updates (Part
IIT and the Appendices) from the components that provide stable fundamental concepts and ensure the
framework's reliability (Part I).

Structure of CPSF

Part I: Concept

Organizes a model for identifying and analyzing risk sources in the value creation
process from a cybersecurity perspective, consisting of a three-layer structure and six
constituent elements.

Part II: Policy
Presents a method for identifying and organizing risk sources using the model described
in Part I, and specifies the security requirements corresponding to those risk sources.

Part III: Method -
Provides examples of security measures that address the security requirements
presented in Part II.

Provides stable foundational
concepts to ensure the reliability
of the framework.

Elements that should be reviewed and
updated regularly, taking into account
international standards such as ISO,
NIST CSF, and the NIST SP series.

Appendices
- Use cases demonstrating the application of the three-layer structure model to —
representative industries

- Mapping between risk sources and security requirements

- Examples of security measures corresponding to specific security requirements
- Mapping to major international standards and regulations

- Glossary of terms — 6




2. Background to the revision of the CPSF -

« Approximately seven years have passed since the first establishment of the CPSF1.0 by METI, and following
challenges have emerged.

Challenge 1. Security Requirements and Controls Are Not Fully Aligned with the Latest International Security
Standards

Major standards referenced in the development of CPSF 1.0 have been successively updated, including the release of the
NIST Cybersecurity Framework (CSF) 2.0, NIST SP 800-53 Rev. 5, NIST SP 800-171 Rev. 3, and ISO/IEC 27001:2022, the
existing security requirements and example controls no longer fully reflect the latest cybersecurity trends and
practices.(security control examples are unclear for users which standards and guidance documents should serve as their

primary point of reference.)
Challenge 2. New Risks Arising from Al Must Be Addressed

Al is expected to introduce new security risks, including the immaturity of security technologies for Al agents and the
increasing sophistication, scale, and intensity of Al-enabled cyberattacks.

At the same time, international frameworks and standards for Al security are still under development.

v

METI Japan’s Plan:

« The fiscal year: To address Challenge 1, Part III: Method and the Appendices will be revised based on the latest
major standards and frameworks.

 From the Next Fiscal Year Onward: As preparation for addressing Challenge 2, trends in the development of
international Al security frameworks and the risks posed by Al to Cyber-Physical Systems (CPS) will be examined.
Based on the findings, Part II: Policy and Part III: Method will be revised as necessary.

 Future: To fully address Challenge 2, after international frameworks for Al security have matured, Part I: Concept will
be revised, including the “three-layer structure in which the value creation process operates” and the “six constituent
elements.” Part II: Policy and Part III: Method will also be revised as necessary.




2. Background to the revision of the CPSF

e Only Part IIT and Appendices B through E of CPSF are updated this fiscal year. Parts I and II and Appendix A are
scheduled to be revised in the future.

2
o

Structure of CPSF

Whether
revised or not

Key revisions

Part I: Concept
Industrial cybersecurity for connected cyber and
physical systems

Since the scope of this fiscal year’s revision is to reflect the latest security
standards, Part I is not included in the scope of the revision.

Part I is scheduled to be revised in the future, taking into account international
security frameworks for Al that are expected to be developed, as well as ISO/IEC
TS 5689, which is the international standardization of the CPSF.

Part II: Policy
Identification of risk sources and measure
requirements

Same as above

Part III: Method

Revise the security measure requirements based on the changes made to

Kl B K3 3 BN KX S

Security measures - requirements and examples v tNhIeS_ll_nE:eSrEatlonaI frameworks referenced in CPSF Version 1.0, such as
Appendix A: Use case - Planned for future revision based on the content of Parts I and II.
. . . . - Revise the cross-reference table between risk sources and security
Appendix B: Relationship !)etween risk v measure requirements based on the security measure requirements
sources and measure requirements revised in Part III
) ) Based on the security measure requirements revised in Part III, assign the star3
Appendix C: Examples of security measures v and star4 assessment criteria and other elements of the Supply Chain Security
according to measure requirements Assessment Program of Japan to the relevant examples of security measures, and
update the referenced guidelines to their latest versions.
. . . . - - Revise the cross-reference table between the security measure requirements
':tpa?ﬂ;?‘g(sD' AR TR T DL DL el v and the latest versions of the major standards referenced in CPSF Version 1.0,
including the NIST CSF, NIST SP 800 series, and ISO/IEC 27001.
Appendix E: Glossary v Update the definitions of existing terms and add new terms based on the

latest versions of the source documents referenced for each term.




3. Cross-Reference Table of Previous and Revised Security Measure Requirement IDs (Govern Fun_

e A cross-reference table of previous and revised security measure requirement IDs has been prepared to clarify
the revisions to the requirements in Part III of CPSF Version 1.1.

. Measure

Govern
1 (CPS.GV)
2
3
4
5

CPSF Ver 1.1

Measure Requirement

The organization understands its mission and

CPSF Ver 1.0

Measure
Requirement ID

Measure Requirement

CPS.GV.OC-01 |uses it to inform cybersecurity risk management - -
decisions.
Formulate internal rules considering domestic
and foreign laws, including the Act on the
The organization understands legal, regulatory, Protection of Personal Information and Unfair
and contractual requirements regarding CPS.GV-2 Competition Prevention Act, as well as industry
cybersecurity—including privacy and civil liberties ' guidelines, and review and revise the rules on a
CPS.GV.0OC-02 |obligations—as well as industry guidelines, and continuing and timely basis in accordance with
establishes internal rules that appropriately any changes in relevant laws, regulations, and
reflect and address these requirements or industry guidelines.
guidelines. Detect security events in the monitoring process,
CPS.DP-2  |in compliance with applicable local regulations,
directives, industry standards, and other rules.
ertcal Fincaions across both e own organization ldentiy the dependency betweenthe
PSGUOC03  |and reated extena enpties o sustan bushess | CPSBE3 | mportant functions of each nthe course o
. running the operation.
entities.
The organization defines risk management
CPS.GV.RM-01 |objectives and agrees on them with relevant - -
stakeholders.
The organization develops a cybersecurity
CPS.GV.RM-02 |strategy to ensure effective cybersecurity risk CPS.GV-4 Develop a strategy and secure resources to

management.

implement risk management regarding security.

P
J




3. Cross-Reference Table of Previous and Revised Security Measure Requirement IDs (Govern Fun_

10

Govern
(CPS.GV)

CPSF Ver 1.1

CPS.GV.RM-03

. Measure .
. | Function Measure Requirement

The organization establishes its risk appetite
and risk tolerance, and communicates them
across the organization.

CPSF Ver 1.0

Measure
Requirement ID

CPS.RM-2

Measure Requirement

Determine the organization’s risk tolerance
level based on the result of the risk assessment
and its role in the supply chain.

CPS.GV.RM-04

The organization integrates cybersecurity risk
management activities and their outcomes into
the organizational risk management process,
managing cybersecurity risks within that
process.

CPS.GV.RM-05

The organization formulates policies regarding
risk response options and their operations, and
shares them within the organization.

CPS.GV.RM-06

The organization establishes and maintains
lines of communication across the organization
regarding cybersecurity risks, including risks
posed by partners and other third parties.

CPS.GV.RM-07

The organization standardizes methodologies
for assessing, documenting, classifying, and
prioritizing cybersecurity risks, and shares
them within the organization.

CPS.RM-1

Confirm the implementation status of the
organization’s cyber security risk management
and communicate the results to appropriate
parties within the organization (e.g. senior
management). Define the scope of
responsibilities of the organization and the
relevant parties (e.g. subcontractor), and
establish and implement the process to confirm
the implementation status of security risk
management of relevant parties.




3. Cross-Reference Table of Previous and Revised Security Measure Requirement IDs (Govern Fun_

CPSF Ver 1.1 CPSF Ver 1.0
Measure . Measure .
. m Measure Requirement Requirement ID Measure Requirement
Govern The organization identifies strategic
(CPS.GV) opportunities (positive risks for the
11 CPS.GV.RM-08 organization), clarifies their characteristics, and - -

integrates them into organizational
cybersecurity risk deliberations.

Organizational senior management is
responsible and accountable for cybersecurity

— CPS.GV.RR-01 risk, fostering a culture that is risk-aware, ) )
ethical, and continually improving.
Identify and share the role of the organizations
The organization establishes roles, | CPS.BE-1 | the Zupply chain. ?
CPS.GV.RR-02 responsibilities, and authorities related to its . —
13 SOV RIRT cybersecurity risk management and Define roles and responsibilities for cyber

relevant parties.

The organization appoints a security manager,
establishes a security response organization
14 CPS.GV.RR-03 (SOC/CSIRT), and maintains a structure to CPS.AE-2
detect, analyze, and respond to security
incidents within the organization.

Appoint a chief security officer, establish a
security management team (SOC/CSIRT), and
prepare a system within the organization to
detect, analyze, and respond to security events.

The organization allocates necessary resources
15 CPS.GV.RR-04 commensurate with its cybersecurity strategy, - -
roles, responsibilities, and policies.

11



. Measure .
. | Function Measure Requirement

The organization incorporates security-related
matters (e.g., revoking access privileges and

Cross-Reference Table of Previous and Revised Security Measure Requirement IDs (Govern Fun_

Govern
(CPS.GV)
16
17
18
19

CPSF Ver 1.1

CPSF Ver 1.0

Measure

Requirement ID

Measure Requirement

Include items concerning security (e.g.,
deactivate access authorization and personnel

CPS.GV.RR-05 ng;gl:gofg?r:gxees) mtolr_nea:ures that | CPS.IP-9 screening) when roles change in due to
ges resulting from personne personnel transfer.
transfers.
Develop security policies, define roles and
responsibilities for security across the
The organization formulates security policies CPS.GV-1 organization and other relevant parties, and
based on its organizational context, clarify the information-sharing method among
cybersecurity strategy, and priorities, stakeholders.
CPS.GV.PO-01 communicates them within the organization Define policies and standard measures
and to relevant external parties (including regarding security that are consistent with the
suppliers and third-party providers, as needed), CPS.BE-2 high-priority business and operations of the
and implements them. ' organization, and share them with parties
relevant to the organization’s business
(including suppliers and third-party providers).
The organization periodically reviews its
security policies and updates them as
CPS.GV.PO-02 necessary, based on changes in requirements, - -
threats, technology, and the organization’s
mission.
The organization reviews the outcomes of its
cybersecurity strategy and, taking into account
CPS.GV.0OV-01 these results and changes in the internal and ) )

external context, revises the cybersecurity
strategy as well as enterprise-wide strategy
and direction as necessary.




Measure .

The organization reviews the implementation

Cross-Reference Table of Previous and Revised Security Measure Requirement IDs (Govern Fun_

Govern
20 (CPS.GV)
21
22
23
24

CPSF Ver 1.1

CPSF Ver 1.0

Measure

Requirement ID

Measure Requirement

CPS.GV.0OV-02 status of its cybersecurity risk management - -

and updates it as necessary.

The organization establishes supply chain risk

management programs, strategies, objectives,
CPS.GV.SC-01 policies, and processes, and operates them - -

upon agreement with organizational

stakeholders.

Define roles and responsibilities for cyber
o _ _ CPS.AM-7 security across the organization and other
The organization establishes cybersecurity roles relevant parties.
) and responsibilities for suppliers and partners, . —

CPS.GV.SC-02 1 communicates them internally and externally, Clarify the role and responsibility of the

and coordinates adjustments as necessary. CPS.Dp-1 | organization as well as service providers in

' detecting security events so that they can fulfill
their accountabilities.

The organization integrates cybersecurity
CPS.GV.SC-03 supply chal'n risk management into its ) )

cybersecurity and enterprise risk management,

risk assessment, and improvement processes.

The or_'gar_nzatlon identifies and prioritizes Identify, prioritize, and evaluate the

organizations and people that play an organizations and people that play important
CPS.GV.SC-04 important role relevant in each layer of the CPS.SC-2 g beop play imp

three-layer structure to sustain business
operations.

role in each layer of the three-layer structure to
sustaining the operation of the organization.

3



3. Cross-Reference Table of Previous and Revised Security Measure Requirement IDs (Govern Fun_

CPSF Ver 1.1 CPSF Ver 1.0
. | Function Measure Requirement R pAciE. Measure Requirement
Govern Formulate the standard of security measures
(CPS.GV) relevant to the supply chain in consideration of

CPS.SC-1 the business life cycle, and agree on contents
with the business partners after clarifying the
scope of the responsibilities.

Formulate and manage security requirements
applicable to members of other relevant
CPS.SC-5 organizations, such as business partners, who
are engaged in operations outsourced from the
organization.

If the organization exchanges protected
information with other organizations, agree in

The organization establishes supply chain
cybersecurity standards considering the lifecycle
25 CPS.GV.SC-05 of business relationships, clearly defines the
scope of responsibilities, and agrees on them
with partners through contracts or other means.

CPS.DS-1 : . :
advance on security requirements for protection
of such information.

When signing contracts with external
Before concluding contracts with suppliers and organizations, check if the security
other third parties, the organization evaluates management of the other relevant
26 CPS.GV.SC-06 the cybersecurity management posture of said CPS.SC-3 organizations properly comply with the security
suppliers and third parties, and takes necessary requirements defined by the organization while
measures to mitigate risks as needed. considering the objectives of such contracts and
results of risk management.
When entering into contracts with other When signing contracts with external parties,
relevant organizations such as business check if the products and services provided by
partners, the organization considers its the other relevant organizations properly
27 CPS.GV.SC-07 objectives and risk management outcomes, CPS.SC-4 comply with the security requirements defined
verifying that products and services provided by by the organization while considering the
them conform to the organization’s security objectives of such contracts and results of risk {4

requirements. management.




3. Cross-Reference Table of Previous and Revised Security Measure Requirement IDs (Govern Fun_

28

29

30

31

32

Govern
(CPS.GV)

CPSF Ver 1.1

. Measure .
. | Function Measure Requirement

The organization periodically evaluates other
relevant organizations such as business

CPSF Ver 1.0

Measure

Requirement ID

Measure Requirement

Conduct regular assessments through auditing,
test results, or other checks of relevant parties

CPS.GV.SC-08 partners using audits, test results, or other CPS.SC-6 h as busi ; : th

forms of assessment to confirm that they are ?uc' as bUSINESS partners to ensure they are

fulfilling their contractual obligations. ulfilling their contractual obligations.

The organization establishes and implements

procedures to be followed when non- Formulate and implement procedures to

compliance with contractual requirements is address noncompliance to contractual
CPS.GV.5C-09 identified through audits or testing of other CPS.5C-7 requirements found as a result of an audit, test,

relevant organizations such as business or other check on relevant parties.

partners.

The organization monitors the implementation
CPS.GV.SC-10 of supply chain security measures across the - -

lifecycle of technology products and services.

Develop and manage a procedure to be

The organization establishes and implements executed when a contract with other relevant
CPS.GV.SC-11 procedures to be followed upon the termination CPS.SC-10 organizations such as business partners is

of contracts with partners and other parties. finished. (e.g., expiration of contract period,

end of support)

The organization collects and securely retains Collect and securelv store data proving that the

information (data) to demonstrate that it is AR 'y Stol P g tha

fulfilling its contractual obligations to other organization is fulfilling its contractual
CPS.GV.SC-12 CPS.SC-8 obligations with other relevant parties or

relevant organizations and individuals, ensuring
it can be disclosed to an appropriate extent
when necessary.

individuals, and prepare them for disclosure as
needed within appropriate limits.

1 I

\J 1




3. Cross-Reference Table of Previous and Revised Security Measure Requirement IDs (Identify Fur_

33

34

35

36

Identify
(CPS.ID)

CPSF Ver 1.1

. Measure .
. | Function Measure Requirement

The organization develops and appropriately
manages inventories of hardware, software,
and their management information (e.g., name,

CPSF Ver 1.0

Measure

Requirement ID

Measure Requirement

Document and manage appropriately the list of
hardware and software, and management
information (e.g. name of asset, version,

CPS.ID.AM-01 : . CPS.AM-1
version, network address, designated manager, network address, name of asset manager,
and license information) that comprise its license information) of components in the
system. system.
Establish and implement the procedure to
CPS.AE-1 identify and manage the baseline of network
CPS.ID.AM-02 | manages communication network diagrams between people, goods, and systems.
CPS.AM-4 configuration diagrams and data flows within
the organization.
The organization develops and appropriately Create and manage appropriately a list of
CPS.ID.AM-03 manages inventories of external information CPS.AM-5 external information systems where the
systems connected to its organizational assets. organization’s assets are shared.
The organization categorizes and prioritizes
resources (e.g., components, data, and Classify and prioritize resources (e.g., People,
systems) based on their function, criticality, Components, Data, and System) by function,
CPS.ID.AM-04 and business value, defines management CPS.AM-6 importance, and business value, and

responsibilities, and communicates them to
relevant organizations and people involved in
their operation.

communicate to the organizations and people
relevant to those resources in business.

16



3. Cross-Reference Table of Previous and Revised Security Measure Requirement IDs (Identify Fur_

CPSF Ver 1.1 CPSF Ver 1.0

= Measure = Measure :
. | Function Measure Requirement Requirement ID Measure Requirement

Identify The organization develops and appropriately

37 CPS.ID CPS.ID.AM-05 manages inventories of data and metadata in - -
( ) _ _

its possession.

The organization manages systems, hardware,
38 CPS.ID.AM-06 software, services, and data throughout their - -
entire lifecycle, from acquisition to disposal.
The organization establishes identification
methods to ensure traceability according to the

Specify a method to ensure traceability based

39 CPS.ID.AM-07 : ; CPS.AM-2 on the importance of the components produced
importance of the components it produces L, )
S : by the organization’s supply chain.
within the supply chain.
The organization prepares and implements Create records such as the date of production
internal rules regarding records of production and condition of components depending on
40 CPS.ID. AM-0g | @ctivities in order to create records concerning CPS.AM-3 importance, and prepare and adopt internal
production date and time, conditions, and rules regarding records of production activities
states, and store them for a certain period in order to store components for a certain
according to importance. period of time.
The organization identifies vulnerabilities in its Identify the vulnerability of the organization’s
41 CPS.ID.RA-01 assets and manages them by linking them to CPS.RA-1 assets and document the list of identified
the corresponding assets. vulnerability with the corresponding asset.
. . The security management team (SOC/CSIRT)
The organization establishes a process to collects information, including vulnerability and
collect, analyze, respond to, and utilize h ¢ . | and |
vulnerability and threat information from threats rom internal an extgrna SOUrces
42 CPS.ID.RA-02 CPS.RA-2 (through internal tests, security information,

internal and external sources (e.g., internal
tests, security information, and security
researchers).

security researchers, etc.), analyzes the
information, and establishes a process to
implement and use measures.




3. Cross-Reference Table of Previous and Revised Security Measure Requirement IDs (Identify Fur_

CPSF Ver 1.1 CPSF Ver 1.0
equirement ID Requirement ID

Identify Identify and document the assumed security

(CPS.ID) - The organization identifies and documents CPS.RA-3 incidents, those impacts on the oraganization’s
potential security incidents, their impacts, and assets, and the causes of those.
their causal factors regarding organizational - Conduct risk assessments regularly to check if
assets. the security rules for managing the

43 CPS.ID.RA-03 - From the planning and design stages of IoT components are effective and applicable to the

devices and IoT-integrated systems, the CPS.RA-4 components for implementation.
organization verifies that no unacceptable ' - Check the presence of unacceptable known
known security risks exist, incorporating safety security risks, including safety hazards, from
hazard perspectives. the planning and design phase of an IoT device

and systems incorporating IoT devices.

- Conduct risk assessments regularly to check if
the security rules for managing the
components are effective and applicable to the

The organization identifies the potential impact . :
components for implementation.

and likelihood of threats exploiting CPS.RA-4
44 CPS.ID.RA-04 vulnerabilities by periodically conducting risk - Check the presence of unacceptable known
o assessments to evaluate the effectiveness of security risks, including safety hazards, from
security rules for component management, the planning and design phase of an IoT device
including their implementation methods. and systems incorporating IoT devices.
CPS.RA-5 Consider threats, vulnerability, likelihood, and

impacts when assessing risks.

18



. Measure .
. | Function Measure Requirement

The organization shares information regarding

Cross-Reference Table of Previous and Revised Security Measure Requirement IDs (Identify Fur_

Identify
45 | (CPS.ID)
46
47
48
49

CPSF Ver 1.1

CPSF Ver 1.0

Measure

Requirement ID

Measure Requirement

Share information regarding the effectiveness

CPS.ID.RA-05 the effectiveness of protective technologies with CPS.IP-8 of data protection technologies with
appropriate partners. appropriate partners.
- Based on risk assessments, the organization - On the basis of the results of the risk
clearly defines response measures for potential assessment, clearly define the details of
security risks, documents the defined scope and measures to prevent possible security risks,
priorities of response actions, monitors the and document the organized outcome from the
implementation progress, and communicates scope and priorities of the measures.
CPS.ID.RA-06 | this status to relevant parties. CPS.RA-6 | - React accordingly to the security risks and the
- The organization appropriately addresses associated safety risks identified as a result of
security and associated safety risks identified the assessment conducted at the planning and
through the assessment in the planning and design phase of an IoT device and systems
design stages of IoT devices and IoT-integrated incorporating IoT devices.
systems.
The organization assesses the risk impact posed
CPS.ID.RA-07 by S|g_n|f|cant_orgamzannaI_changes and ) )
security requirement exceptions, and records
and manages the results.
The organization continuously improves its
cybersecurity management posture under
CPS.ID.IM-01 normal and adverse conditions, including the - -
perspectives outlined in CPS.ID.IM-02 and
subsequent requirements.
The organization continuously improves supply Continuously improve the standard of security
CPS.ID.IM-02 chain security standards and associated CPS.SC-11 measures relevant to the supply chain, related

procedures.

procedures, and so on. 1¢




3. Cross-Reference Table of Previous and Revised Security Measure Requirement IDs (Identify Fur_

50

51

52

53

54

CPSF Ver 1.1

. Measure .
. | Function Measure Requirement

Identify
(CPS.ID)

The organization continuously improves
security training and education programs for its

CPSF Ver 1.0

Measure

Requirement ID

Measure Requirement

Improve the contents of training and education
regarding security to members of the

CPS.ID.IM-03 : g CPS.AT-3 organization and other relevant parties of high
personnel and designated contacts at critical . . _
L importance in security management of the
partner organizations. -
organization.
The organization continuously improves asset Assess the lessons learned from security
protection processes by integrating lessons incident response and the results of monitoring,
CPS.ID.IM-04 learned from security incident response as well CPS.IP-7 measuring, and evaluating internal and
as from monitoring, measuring, and assessing external attacks, and improve the processes of
internal and external attacks. protecting the assets.
The organization applies lessons learned from
CPS.ID.IM-05 the analysis of dgtected eyents such as _alerts CPS.DP-4 Contlr_1uously improve the process of detecting
and logs, to continuously improve security security events.
event detection processes.
The organization incorporates lessons learned Review the lessons learned from the responses
CPS.ID.IM-06 from responses to security incidents to CPS.IM-1 to security incidents, and continuously improve
continuously improve its incident response plan. the security operation process.
The organization incorporates lessons learned Review the lessons learned from the responses
CPS.ID.IM-07 from responses to security incidents to CPS.IM-2 to security incidents, and continuously improve

continuously improve its business continuity
plan or emergency response plan.

the business continuity plan or emergency
response plan.
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3. Cross-Reference Table of Previous and Revised Security Measure Requirement IDs (Protect Fun_

CPSF Ver 1.1 CPSF Ver 1.0
Protect The organization establishes and implements : . _
(CPS.PR) procedures to issue, manage, verify, revoke, Ef‘;ig“séh ?Qgcpggenn;;ntaah de nazonci(tegfre to issue,
55 CPS.PR.AA-01 and audit identities and credentials for CPS.AC-1 id t.g ’t' ’d th ! tication inf i ¢
authorized components, people, and identification and authentication information o
authorized goods, people, and procedures.
procedures.
Properly authorize wireless connection
CPS.AC-3 destinations (including users, IoT devices, and
servers).
Adopt high confidence methods of
authentication where appropriate based on risk
o . _ CPS.AC-6 (e.g. multi-factor authentication, combining
The organization authenticates and authorizes . more than two types of authentication) when
logical access to components (physical items, logging in to the system over the network for
systems, etc.) by IoT devices and users using the privileged user.

56 CPS.PR.AA-02 highly reliable methods (e.g., multi-factor . — .
authentication) commensurate with transaction Restrict communications by IoT devices and
risks (personal security, privacy risks, and other | cpg ac.g | SErvers to those with entities (e.g. people,
organizational risks). components, system, etc.) identified through

proper procedures.

Authenticate and authorize logical accesses to

system components by IoT devices and users
CPS.AC-9 according to the transaction risks (personal

security, privacy risks, and other organizational

risks).
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3. Cross-Reference Table of Previous and Revised Security Measure Requirement IDs (Protect Fun_

57

58

59

60

61

Protect
(CPS.PR)

CPSF Ver 1.1

. Measure .
. | Function Measure Requirement

The organization prevents unauthorized logins
to IoT devices, servers, and related assets by
implementing mechanisms such as account

CPSF Ver 1.0

Measure
Requirement ID

Measure Requirement

Prevent unauthorized log-in to IoT devices and
servers by measures such as implementing

CPS.PR.AA-03 lockout after a specified humber of failed CPS.AC-4 functions for lockout after a specified number
authentication attempts and enforcing delays of incorrect log-in attempts and providing a
on subsequent login attempts until security time interval until safety is ensured.
conditions are verified.

The organization protects, transmits, receives,
CPS.PR.AA-04 and verifies information regarding - -
authenticated entities (ID assertions).
The organization defines rules regarding the : -
C granting of access privileges in its security Segregate duties and areas of resp9n5|b|I|ty
PS.PR.AA-05 . : o CPS.AC-5 properly (e.g. segregate user functions from
policies and incorporates the principles of least system administrator functions)
privilege and separation of duties.
The organization periodically reviews granted

CPS.PR.AA-06 access privileges and remediates unnecessary - -
or excessive permissions.

The organization implements physical Implement appropriate physical security
safeguards, such as locking installation areas measures such as locking and limiting access to
for IoT devices, servers, and related assets, the areas where the IoT devices and servers

CPS.PR.AA-07 controlling entry and exit, deploying biometric CPS.AC-2 are installed, using entrance and exit controls,

authentication, installing surveillance cameras,
and conducting baggage and weight
inspections.

biometric authentication, deploying surveillance
cameras, and inspecting belongings and body
weight.
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3. Cross-Reference Table of Previous and Revised Security Measure Requirement IDs (Protect Fun_

62

63

64

Protect
(CPS.PR)

CPSF Ver 1.1

. Measure .
. | Function Measure Requirement

The organization conducts appropriate training
and education for all personnel to carry out
their assigned roles and responsibilities to

CPSF Ver 1.0

Measure

Requirement ID

Measure Requirement

Provide appropriate training and education to
all individuals in the organization and manage

CPS.PR.AT-01 A : . CPS.AT-1 the record so that they can fulfill assigned roles
minimize the occurrence and impact of security o :
o . and responsibilities to prevent and contain the
incidents, and maintains records of such : N
o occurrence and severity of security incidents.
activities.
The organization provides appropriate training Provide appropriate training and security
and security education to designated personnel education to members of the organization and
of external partners critical to security other relevant parties of high importance in
CPS.PR.AT-02 management, who may be involved in security CPS.AT-2 security management that may be involved in
incident response for the organization, enabling the security incident prevention and response.
them to fulfill their assigned roles, and Then, manage the record of such training and
maintains records of such activities. security education.
The organization accurately understands the
required level of data protection mandated by Understand the level of data protection
various laws, regulations, and agreements required by laws and arrangements regarding
regarding data shared exclusively among handling of data shared only by relevant
CPS.PR.DS-01 relevant organizations, establishes data CPS.GV-3 organizations, develop data classification

classification methods based on respective
requirements, and appropriately protects data
commensurate with its classification throughout
the entire lifecycle.

methods based on each requirement, and
properly classify and protect data throughout
the whole life cycle.
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3. Cross-Reference Table of Previous and Revised Security Measure Requirement IDs (Protect Fun_

CPSF Ver 1.1 CPSF Ver 1.0
. Measure . Measure .
. | Function Measure Requirement Requirement ID Measure Requirement
Protect CPS.DS-2 Encrypt information with an appropriate level of
(CPS.PR) ' security strength, and store them.
L. . s Securely control encryption keys throughout
65 CPS.PR.DS-02 The o_rgan|zat|on .pro.te.zcts the confidentiality, CPS.DS-5 their life cycle to ensure proper operation and
integrity, and availability of data-at-rest. : :
securely transmitted, received and stored data.
CPS.DS-11 Perform mtegrlty checking on information to
be sent, received, and stored.
Encrypt the communication channel when
CPS.DS-3 communicating between IoT devices and
servers or in cyberspace.
Encrypt information itself when
o _ o CPS.DS-4 / o ;
The organization protects the confidentiality, sending/receiving information.
66 CPS.PR.DS-03 , . e : :
integrity, and availability of data-in-transit. Securely control encryption keys throughout
CPS.DS-5 their life cycle to ensure proper operation and
securely transmitted, received and stored data.
CPS.DS-11 Perform mtegrlty checking on information to
be sent, received, and stored.
) The organization protects the confidentiality, ) )
7 CPS.PR.DS-04 integrity, and availability of data-in-use.
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3. Cross-Reference Table of Previous and Revised Security Measure Requirement IDs (Protect Fun_

68

69

70

71

72

Protect
(CPS.PR)

CPSF Ver 1.1

. Measure .
. | Function Measure Requirement

The organization maintains, updates, and
manages data provenance, including data

CPSF Ver 1.0

Measure

Requirement ID

Measure Requirement

Maintain, update, and manage information
such as the origination of data and data

CPS.PR.DS-05 sources and processing history, throughout the CPS.DS-14 processing history throughout the entire life
entire lifecycle. cycle.
ggfa%?an'Zcitr'gnoairx';n;rs]fz'oﬁ:;r;%ssgknu dps of Perform a periodical system backup and testing

CPS.PR.DS-06 =9 P 9 CPS.IP-4 of components (e.g., IoT devices,
operational data), protects backup data, and o ) S

; S communication devices, and circuits).
tests restoration capabilities.
o o Introduce an integrity check mechanism to
The organization evaluates the authenticity and | CPS:DS-12 1 (e e integrity of hardware.
CPS.PR.PS-01 integrity of hardware and software prior to _ .
o acquisition and deployment, and verifies their Confirm that IoT devices and software are
integrity during operation. CPS.DS-13 | genuine products during the booting-up
process.
. . - When handling information to be protected or
When procuring devices that process sensitive : . :
information or have important functions for its procuring devices tha.t hgve an important

CPS.PR.PS-02 L e . CPS.DS-8 function to the organization, select the IoT
organization, the organization utilizes tamper- devices and servers eauipped with anti-
resistant devices. i : : quipp

ampering devices.
rnr:elg;,?::tlzaatlorg urtilélaltzees;ggggtj waietggares to Use products that provide measurable security
P ppropriate y'me in order to ensure the availability of security
CPS.PR.PS-03 ensure the trustworthiness of sensing data by CPS.DS-15

preserving measurement availability and
integrity.

reporting and the trustworthiness of sensing
data through integrity protection.
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3. Cross-Reference Table of Previous and Revised Security Measure Requirement IDs (Protect Fun_

73

74

75

Protect
(CPS.PR)

CPSF Ver 1.1

. Measure .
. | Function Measure Requirement

The organization deploys IoT devices that

CPSF Ver 1.0

Measure
Requirement ID

Measure Requirement

Introduce IoT devices that implement safety

CPS.PR.PS-04 implement security safeguards designed for CPS.PT-3 functions, assuming that these devices are
network connectivity. connected to the network.
The organization integrates secure software
development practices (e.g., security reviews
CPS.PR.PS-05 duri_ng the design stage, application of_s_ecure CPS.IP-3 Introduce the system development life cycle to
coding rules, and pre-release vulnerability manage the systems.
assessments) into the system development life
cycle and verifies their implementation.
Introduce and implement the process to
CPS.IP-1 manage the initial setting procedure (e.g.,
' password) and setting change procedure for
The organization establishes and applies IoT devices and servers.
configuration management practices for Restrict the software to be added after
CPS.PR.PS-06 hardware and softwgre Of. loT d.e‘."c.e?' SEIVers, CPS.IP-2 installing in the IoT devices and servers.
and related assets (including minimizing
functionality by physically or logically disabling Minimize functions of IoT devices and servers
unnecessary network, USB, and serial ports). by physically and logically blocking unnecessary
CPS.PT-2 network ports, USBs, and serial ports accessing

directly the main bodies of IoT devices and
servers etc.
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. Measure .
. | Function Measure Requirement

Cross-Reference Table of Previous and Revised Security Measure Requirement IDs (Protect Fun_

Protect
(CPS.PR)

76

77

78

79

CPSF Ver 1.1

CPSF Ver 1.0

Measure
Requirement ID

Measure Requirement

Conduct integrity checks of software running
on the IoT devices and servers at a time

CPS.DS-10 : o
Th . he | llati q determined by the organization, and prevent
CPS.PR.PS-07 e organization prevents the installation an unauthorized software from launching.
execution of unauthorized software. : .
Confirm that IoT devices and software are
CPS.DS-13 genuine products during the booting-up
process.
The organization develops a vulnerability Develop a vulnerability remediation plan, and
CPS.PR.PS-08 remediation plan and remediates component CPS.IP-10 modify the vulnerability of the components
vulnerabilities in accordance with the plan. according to the plan.

- Discuss the method of conducting important
security updates and the like on IoT devices
and servers. Then, apply those security

The organization applies security-critical updates with managed tools properly and in
updates for IoT devices, servers, and related a timely manner while recording the history.
CPS.PR.PS-09 . : ! ! CPS.MA-1 _ _
assets in a timely manner using managed tools - Introduce IoT devices having a remote
while appropriately recording history. update mechanism to perform a mass
update of different software programs (OS,
driver, and application) through remote
commands, where applicable.
The organization performs maintenance on its
own IoT devices, servers, and related assets Conduct remote maintenance of the IoT
CPS.PR.PS-10 with prior approval from the department that CPS.MA-2 devices and servers while granting approvals

owns the target component or system, logging
maintenance activities and preventing
unauthorized access.

and recording logs so that unauthorized access
can be prevented.
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3. Cross-Reference Table of Previous and Revised Security Measure Requirement IDs (Protect Fun_

CPSF Ver 1.1 CPSF Ver 1.0
. Measure . Measure .
. | Function Measure Requirement Requirement ID Measure Requirement
Protect To appropriately detect security incidents, the Determine and document the subject or scope
80 (CPS.PR) CPS.PR.PS-11 organization determines and docu_ments_the CPS.PT-1 _of the audit recordl_ng/log recording, _and
scope and types of events for audit logging, implement and review those records in order to
and continuously records and reviews logs. properly detect high-risk security incidents.
Upon the disposal of IoT devices, servers, and When disposing of an IoT device and server,
related assets, the organization deletes or delete the stored data and the ID (identifier)
81 CPS.PR.PS-12 renders_ unre_a_dable all |.n.ternally st_ored data, CPS.IP-6 uniquely identifying thg genuine IpT dewcgs
unique identifiers of legitimate devices and and servers as well as important information
systems, and critical security information (e.g., (e.qg., private key and digital certificate), or
private keys and digital certificates). make them unreadable.
Develop a policy about controlling data flow,
o and according that protect the integrity of the
The organization protects networks and network by means such as appropriate network
environments from unauthorized access and CPS.AC-7 isolation (e.g., development and test
use by implementing network segmentation environment vs. production environment, and
82 CPS.PR.IR-01 | (e.g., separating development/test environment incorporates IoT devices vs. other
environments from production environments, environments within the organization).
and isolating IoT device environments from —
other networks within the organization). Properly control outbound communications that
CPS.DS-9 send information to be protected to prevent
improper data breach.
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3. Cross-Reference Table of Previous and Revised Security Measure Requirement IDs (Protect Fun_

CPSF Ver 1.1 CPSF Ver 1.0
. Measure . Measure .
. | Function Measure Requirement Requirement ID Measure Requirement
Protect The organization implements physical Implement physical measures such as
(CPS.PR) safeguards to comply with policies and rules preparing an uninterruptible power supply, a
regarding the physical operating environment fire protection facility, and protection from
83 CPS.PR.IR-02 of its IoT devices, servers, and related assets, CPS.IP-5 water infiltration to follow the policies and rules

such as ensuring uninterruptible power supplies, related to the physical operating environment,
fire protection equipment, and flood protection including the IoT devices and servers installed
measures. in the organization.

The organization implements mechanisms to
achieve requirements for the continuous

84 CPS.PR.IR-03 ) : - -
operation of systems and services under
normal and adverse conditions.
Secure sufficient resources (e.g., People,
Components, system) for components and
o o CPS.DS-6 systems, and protect assets properly to
The organization secures sufficient resources minimize bad effects under cyber attack (e.g.,
(e.g., people, components, and systems) to DoS attack).
minimize the impact of attacks and maintain — .
£ CPS.PR.IR-04 critical functions, even in the event of Carry out pe_rlodlc quah’gy checks_, prepare
cyberattacks such as ransomware or denial-of- standby devices and uninterruptible power
service (DoS) attacks. CPS.DS-7 supplies, provide redundancy, detect failures,

conduct replacement work, and update
software for IoT devices, communication
devices, circuits, etc.
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. Measure .
. | Function Measure Requirement

The organization monitors networks and

Cross-Reference Table of Previous and Revised Security Measure Requirement IDs (Detect Func_

Detect
86 | (CPS.DE)
87
88
89
90

CPSF Ver 1.1

CPSF Ver 1.0

Measure

Requirement ID

Measure Requirement

Conduct network and access monitoring and

CPS.DE.CM-01 network services to properly detect security CPS.CM-1 control at the contact points between corporate
events. networks and wide area networks.
As part of the configuration management of
. . : devices, constantly manage software
The organization monitors the operational ) S )
configuration information, status of network
status of hardware and software across IoT connections (e resence/absence of
CPS.DE.CM-02 devices, servers, and related assets, as well as CPS.CM-6 : 9./ P e
. connections and access destination), and
network connection status, to properly detect . ) o :
; information transmission/reception status
security events. " R
between other “organization”, people,
components, and systems.
The organization monitors communications Monitor communication with external service
CPS.DE.CM-03 with external service providers to properly CPS.CM-5 providers so that potential security events can
detect security events. be detected properly.
As part of the configuration management of
. . . devices, constantly manage software
The organization monitors the ac_t|V|t|e_s of . configuration information, status of network
internal and external personnel, including their connections (e resence/absence of
CPS.DE.CM-04 | access to and operations on elements CPS.CM-6 : 9. P e
connections and access destination), and
(components, systems, etc.), to properly detect . ) o )
) information transmission/reception status
security events. u g
between other “organization”, people,
components, and systems.
TEeS(i)Crgla:CIiz’gsr;eTgiﬁle;nilj’ltsiippr‘aonpcll‘late Perform setting, recording, and monitoring of
CPS.DE.CM-05 phy gs,'099Ing, CPS.CM-2 proper physical access, considering the

monitoring, commensurate with the criticality
of IoT devices, servers, and related assets.

importance of IoT devices and servers. 3




3. Cross-Reference Table of Previous and Revised Security Measure Requirement IDs (Detect Func_

CPSF Ver 1.1 CPSF Ver 1.0
. Measure . Measure .
. | Function Measure Requirement Requirement ID Measure Requirement
Detect The organization periodically scans its IoT Confirm the existence of vulnerability that
91 (CPS.DE) CPS.DE.CM-06 | devices, servers, and related assets to identify CPS.CM-7 requires a regular check-up in IoT devices and
vulnerabilities requiring remediation. servers managed within the organization.
The organization verifies the integrity and Validate the integrity and authenticity of the
92 CPS.DE.CM-07 | authenticity of information received from CPS.CM-4 information provided from cyberspace before
cyberspace prior to operation. operations.
The organization deploys IoT devices that - Use IoT devices that can detect abnormal
detect anomalies or suspend operations by behaviors and suspend operations by
comparing commanded operations with actual comparing the instructed behaviors and
operational outcomes. actual ones.
93 CPS.DE.CM-08 o . _ _ CPS.CM-3 _ _ _ _
The organization verifies that information - Validate whether information provided from
received from cyberspace does not contain cyberspace contains malicious code, and is
malicious code and remains within permissible within the permissible range before any
operating parameters prior to execution. action based on the data.
As part of its monitoring operations, the As part of the monitoring process, test
) organization periodically tests and validates ) regularly if the functions for detecting security
e CPS.DE.CM-09 whether functions detecting security events CPS.DP-3 events work as intended, and validate these
operate as intended. functions.
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3. Cross-Reference Table of Previous and Revised Security Measure Requirement IDs (Detect Func_

CPSF Ver 1.1 CPSF Ver 1.0
. Measure . Measure .
. | Function Measure Requirement Requirement ID Measure Requirement
Detect ) The organization analyzes potential security ) )
= (CPS.DE) CPS.DE.AE-01 events to understand their details.
Identify the security events accurately by
The organization accurately identifies security implementing the procedure to conduct a
96 CPS.DE. AE-02 incidents by |m.plement|ng procedures to CPS.AE-3 correlatlop anaIyS|s_of t_he security events and
correlate security events and analyze them comparative analysis with the threat
against external threat information. information obtained from outside the

organization.

The organization identifies the impact of
97 CPS.DE.AE-03 security events, including the adverse effects CPS.AE-4
on relevant external organizations.

Identify the impact of security events, including
the impact on other relevant organizations.

The organization establishes criteria for

determining whether a security event Specify the criteria to determine the risk degree
: o CPS.AE-5 )

constitutes an incident, and declares an of security events.

incident when the criteria are met.

98 CPS.DE.AE-04
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3. Cross-Reference Table of Previous and Revised Security Measure Requirement IDs (Respond FUF

CPSF Ver 1.1 CPSF Ver 1.0
. | Function Measure Requirement P o N Measure Requirement
Respond Develop and implement previously the
(CPS.RS) procedure of response after detecting incidents
To clarify response actions, priorities, and (security operation process) that includes the
remediation scope following the occurrence of a CPS.RP-1 response o_f Org_anlzatlon, People, Components,
security incident, the organization predefines System to identify the content of response,
99 CPS.RS.MA-01 | and implements response procedures (security priority, and scope of response taken after an
operation processes) for the organization, incident occurs.
people, components, and systems after Prepare and test a procedure for incident
detecting an incident. cps.sc.g | response with relevant parties involved in the

incident response activity to ensure action for
incident response in the supply chain.

The organization verifies that events reported
as security incidents are not false positives or

100 CPS.RS.MA-02 duplicate reports, and validates their legitimacy i )
as incidents.
Categorize and store information regarding the
The organization classifies and prioritizes CPS.AN-3 | detected security incidents by the size of
CPS.RS.MA-03 | detected security incidents based on the ' security-related impact, penetration vector, and
101 PS.RS.MA- severity of impact, entry route, and other other factors.
factors. Specify the criteria to determine the risk degree

CPS.AE-5 of security events.
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3. Cross-Reference Table of Previous and Revised Security Measure Requirement IDs (Respond FUF

. Measure .
. | Function Measure Requirement

102

103

104

105

Respond
(CPS.RS)

CPSF Ver 1.1

Once a security incident is declared, the
organization executes incident response in

CPSF Ver 1.0

Measure

Requirement ID

Measure Requirement

As part of the security operation process,
define the procedure and the division of roles

CPS.RS.MA-04 accordance with predefined procedures, CPS.RP-2 with regard to cooperative relations with
coordinating with other relevant organizations relevant parties such as partners, and
such as business partners. implement the process.

The organization takes appropriate actions for Takedappropr;]ate meafurgs on gOOdj b
components (products) suspected of having (products) whose quality IS expegte .to €

CPS.RS.MA-05 ; . CPS.RP-4 affected by some reasons, including its
quality defects, such as those produced using . -

: . B production facility damaged by the occurrence
equipment damaged during a security incident. ML
of the security incident.
The organization determines the initiation of
recovery based on predetermined criteria,

CPS.RS.MA-06 | taking into account the characteristics of the - -
security incident and the impact of recovery
activities on business operations.

The organization collects data and metadata
related to security incidents (including the
history of actions taken during incident
CPS.RS.AN-01 response), preserves their integrity, and retains - -

them in a state where acquisition sources,
timestamps, and related provenance can be
referenced.
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3. Cross-Reference Table of Previous and Revised Security Measure Requirement IDs (Respond FUF

. Measure .
. | Function Measure Requirement

106

107

108

109

110

Respond
(CPS.RS)

CPSF Ver 1.1

CPS.RS.AN-02

After a security incident occurs, the
organization conducts digital forensics to
identify the root cause. In doing so, it
preserves records of the investigation process
in a tamper-resistant manner.

CPSF Ver 1.0

Measure
Requirement ID

CPS.AN-2

Measure Requirement

Implement digital forensics upon the
occurrence of the security incident.

CPS.RS.AN-03

Based on the full scope of the security incident
and the inferred intent of the threat actor, the
organization assesses the impact on society as
a whole, including the organization itself and
relevant external organizations.

CPS.AN-1

Understand the impact of the security incident
on the whole society including the organization
and relevant parties such as partners based on
the full account of the incident and the
probable intent of the attacker.

CPS.RS.CO-01

The organization develops and implements
rules governing internal communication and
external disclosure after the occurrence of a
security incident.

CPS.RS.CO-02

Based on established rules, the organization
escalates incidents to executive decision-
makers within the organization and relevant
external entities as necessary.

CPS.RS.MI-01

The organization minimizes the spread of
damage from security incidents, eradicating
causes or mitigating adverse impacts.

CPS.MI-1

Take measures to minimize security-related
damages and mitigate the impacts caused by
such incident.
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3. Cross-Reference Table of Previous and Revised Security Measure Requirement IDs (Recover Fur_

. Measure .
. | Function Measure Requirement

111

112

113

114

115

116

Recover
(CPS.RC)

CPSF Ver 1.1

CPS.RC.RP-01

The organization incorporates security incidents
into its business continuity plan or emergency
response plan, which defines response policies
and procedures for natural disasters.

CPSF Ver 1.0

Measure

Requirement ID

CPS.RP-3

Measure Requirement

Include security incidents in the business
continuity plan or emergency response plan
that outlines the action plans and response

procedures to take in case of natural disasters.

CPS.RC.RP-02

The organization takes into account critical
business functions and the results of
cybersecurity risk management when
establishing post-incident operational policies.

CPS.RC.RP-03

Upon deciding to initiate the recovery phase,
the organization executes recovery based on
predetermined recovery plans.

CPS.RC.RP-04

The organization verifies the integrity of
backups and other recovery assets prior to use.

CPS.RC.RP-05

The organization verifies the integrity of
restored assets, recovers systems and services,
and confirms that they are in a normal
operational state.

CPS.RC.RP-06

The organization declares the completion of
incident recovery based on predetermined
criteria and completes the documentation
related to the incident.
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3. Cross-Reference Table of Previous and Revised Security Measure Requirement IDs (Recover Fur_

. Measure .
. | Function Measure Requirement

The organization establishes and maintains
rules regarding information exchange aimed at

Recover
117 (CPS.RC)
118
119

CPSF Ver 1.1

CPSF Ver 1.0

Measure
Requirement ID

Measure Requirement

Develop and manage rules regarding publishing

CPS.RC.CO-01 : CPS.CO-1 information after the occurrence of the security
recovery after the occurrence of a security o
o incident.
incident.
The organization incorporates provisions to Include the item in the business continuity plan
restore public trust and organizational or emergency response plan to the effect that
CPS.RC.CO-02 reputation after the occurrence of a security CPS.CO-2 the organization shall work to restore its social
incident into its business continuity plan or reputation after the occurrence of a high-risk
emergency response plan. security incident.
The organization specifies within its business Include the item in the business continuity plan
continuity or emergency response plans that or emergency response plan to the effect that
CPS.RC.CO-03 recovery activities must be communicated to CPS.CO-3 the details of the recovery activities shall be

internal and external stakeholders, officers, and
management.

communicated to the internal and external
stakeholders, executives, and management.
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4. Revision of the Main Text of the CPSF

For revisions to the CPSF main text other than the
security measure requirements, please refer to CPSF
Version 1.1 with tracked changes.
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5. Revision of Appendix B

In the cross-reference table between risk sources and security measure requirements in Appendix B, only the

“Security Measure Requirements and Security Measure Requirement IDs” column has been revised this fiscal year.

B Functions/Assumed Security Incidents/Risk Sources/Measure Requirements in the First Layer

<Scope of This Fiscal Year’s Revision>
The security measure requirements revised in
Part III have been mapped to the risk sources.

/

# Function

P

d security i

Risk sources

Measure Requirement

Threat

Vulnerability 1D

Vulnerability

Measure
Requirement ID

1_1 |Establishing the organizational risk
management system effective in normal
times and appropriately operating it.

Data that must be protected is
leaked from an area managed by
the organization

- Malware infection that takes advantage of
a data storage system's vulnerability

- Injection attack exploiting incomplete input
validation (e.g. SQL injection. X53)

- Communication interception on the
network

- Physical intrusion by an unauthorized
person info areas that need to be protected
- Identity spoofing using a stolen
ID/password of a proper user

- Internal fraud by an authorized user

[1_1_a ORG

[Organization]

- Security risks are not managed in accordance with

The organization understands its mission and uses it to inform cybersecurity risk
management decisions.

CPS.GV.0C-01

appropriate procedures, and other arganizations needed| The organization identifies strategic opportunities (positive risks for the

are not involved in risk management.

organization), clarifies their characteristics, and integrates them into organizational
cybersecurity risk deliberations_

CP5.GV.RM-08

The organization establishes supply chain risk management programs, strategies,
objectives. policies, and processes. and operates them upon agreement with
organizational stakeholders.

CPS.GV.SC-01

The organization establishes cybersecurity roles and responsibilities for suppliers
and partners, communicates them internally and externally, and coordinates
adjustments as necessary.

CP3.GV.8C-02

The organization integrates cybersecurity supply chain risk management into its
cybersecurity and enterprise risk management. risk assessment. and improvement
processes.

CPS.GV.SC-03

The organization identifies and prioritizes organizations and people that play an
important role relevant in each layer of the three-layer structure to sustain business

operations.

CPS.GV.SC-04

The organization establishes supply chain cybersecurity standards considering the
lifecycle of business relationships, clearly defines the scope of responsibilities, and
agrees on them with partners through contracts or other means.

CPS.GV.SC-05

Before concluding contracts with suppliers and other third parties, the organization
evaluates the cybersecurity management posture of said suppliers and third parties,
and takes necessary measures to mitigate risks as needed.

CPS.GV.SC-06

The organization monitors the implementation of supply chain security measures
across the lifecycle of technology products and semvices.

CPS.GV.8C-10

[1_1_a PEO

[People]
- People are not fully aware of the secunty or safety
risks that may concern them.

The organization establishes roles. responsibilities. and authorities related to its
cybersecurity risk management and communicates them within the organization.

CP5.GV.RR-02

The organization continuously improves security training and education programs for
its personnel and designated contacts at critical partner organizations.

CPS.1D.IM-03

The organization conducts appropriate training and education for all personnel to
carry out their assigned roles and responsibilities to minimize the occurrence and

impact of security incidents, and maintains records of such activities,

CPS.PRAT-01

/

<Planned for Future Revision>
Parts I and II, which serve as the basis for ensuring the trustworthiness of the framework, are not
subject to revision this fiscal year.
Accordingly, the functions and security incidents specified in Part II, as well as the threats and
vulnerabilities identified based on those incidents, will not be revised this fiscal year.

However, revisions are planned for the future, taking into account the findings of research on risks
posed by Al to CPS and other relevant matters.
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6. Revision of Appendix C

Of the main components of Appendix C, (1) Security Measure Requirements and (3) Reference Guidelines have
been updated based on the revised requirements in Part III and the latest versions of the guidelines listed below,
respectively.

(2) Examples of Security Measures have been revised based on NIST SP 800 and other standards adopted in
CPSF Version 1.0, as well as the evaluation criteria of the Supply Chain Security Assessment Program of Japan
and other sources reflecting the latest security trends. (The following pages summarize the revisions by function,
focusing on newly added examples. Other minor revisions have also been made as necessary.)

(2) Classified into three categories, Basic, Advanced, and

(1) Updated to the Security High-Advanced, based on the Supply Chain Security (3) Updated each of the five reference
Measure Requirements Assessment Program of Japan, CSF 2.0 Implementation guidelines used in CPSF Ver 1.0 to its
revised in Part III Examples, CPGs, and other relevant sources latest version

NS Corresponding Subject that RefaroncelGuidslines
Requirement ID Measure Requirement Vulnelglbility Examples of security measure im:::r::rnets N|3T3R|:‘fgo_171 Re"“,lgTRzr;:gg-g;_oISOIIE:,,,Z,Z?(OA:ZOH IEC1(:322:;:-2- IEC3?2’Z::?’3-3-
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6. Revision of Appendix C _—

The key revision points of Appendix C are summarized for each of the six functions.

Govern: Examples of security measures were added to strengthen senior management involvement and expand
the scope and methods of risk management

Identify: Examples of security measures were added to improve the identification and management of relevant
assets, threat identification, and continuous improvement of the cybersecurity posture

Function Overview of Revisions to Examples of Security Measures (Focusing on Major Newly Added Examples)

The following examples of security measures were added:

« Determining the frequency and methods for reporting the organization’s cybersecurity posture to senior
management, and addressing supply chain cybersecurity risks with senior management involvement, to promote

1 Govern (CPS.GV) senior management engagement in the organization’s cybersecurity posture (GV.RM-06, GV.SC-03)

« Identifying strategic opportunities and assessing and prioritizing both positive and negative risks to address
cybersecurity risks from both perspectives (GV.RM-08)

« Determining whether to obtain cyber insurance to expand the range of cyber risk response options (GV.RM-05)

The following examples of security measures were added:

+ Regularly identifying data requiring protection that is distributed across the organization and protecting associated
information, such as data sources and responsible data owners, to ensure the continuous protection of data,
products, and services; also ensuring security throughout the lifecycle of products and services (ID.AM-05, ID.AM-
06)

« Using threat intelligence and conducting threat hunting to understand threat information and identify potential
threats (ID.RA-02, ID.RA-03)

+ Conducting penetration testing, third-party assessments, and other activities to continuously improve the
organization’s cybersecurity posture; also conducting exercises with suppliers and joint post-incident reviews
(ID.IM-01, ID.IM-06)

2 | Identify (CPS.ID)
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6. Revision of Appendix C

Protect: Examples of security measures were added to strengthen authentication and authorization, protect data

in use, and ensure the continued operation of systems and services
Detect: Examples of security measures were added to enhance the monitoring and detection of cybersecurity
events and refine incident classification

Function

3 Protect (CPS.PR)

Overview of Revisions to Examples of Security Measures (Focusing on Major Newly Added Examples)

The following examples of security measures were added:

« Protecting ID assertions, periodically reviewing access privileges, and implementing a zero trust architecture to
strengthen authentication and authorization (PR.AA-04, PR.AA-06, PR.IR-01)

« Deleting data remaining in processors and memory and preventing other users or processes on the same system
from accessing such data to prevent the leakage and unauthorized use of data in use (PR.DS-04)

« Preventing single points of failure and using load balancing to minimize impacts on the continued operation of
systems and services (PR.IR-03)

4 Detect (CPS.DE)

The following examples of security measures were added:

« Monitoring hardware tampering, deviations from standard software configurations, and the use of storage, power
supplies, and other resources to expand the scope of cybersecurity event monitoring (DE.CM-02)

« Using deception technologies for monitoring to expand attack detection methods (DE.CM-04)
« Classifying incidents by incident level to reflect incident severity in response decisions (DE.AE-04)
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6. Revision of Appendix C _—

e Respond: Examples of security measures were added to strengthen incident response processes and support
senior management decision-making

e Recover: Examples of security measures were added to validate the integrity of assets for recovery, apply lessons
learned from incident response, and strengthen recovery communications

Function Overview of Revisions to Examples of Security Measures (Focusing on Major Newly Added Examples)

The following examples of security measures were added:
- Validating incident reports at an early stage to prevent false detection and duplicate reporting of incidents (RS.MA-

02)
5 Respond (CPS.RS) « Reporting incident status to senior management to support management decision-making on incident response
(RS.C0O-02)
« Assessing the impact of recovery activities on business operations to ensure business continuity during recovery
(RS.MA-06)

The following examples of security measures were added:
« Verifying the integrity of assets before using them for recovery to prevent reinfection after recovery (RC.RP-04)

« Checking for evidence of compromise and other issues before migrating recovered assets to the production

6 Recover (CPS.RC) ?génsg_ngg;t, and monitoring their performance and other aspects after migration, to ensure proper migration

«  Preparing post-incident reports to apply lessons learned from incident response (RC.RP-06)

« Communicating recovery status and measures to prevent recurrence both internally and externally to ensure
stakeholder understanding of and cooperation with recovery efforts (RC.CO-01)
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7. Revision of Appendix D

e Appendix D consists of three cross-reference tables (D.1, D.2, and D.3) showing the relationships between the
CPSF and major international standards.
e As part of the revision to CPSF Version 1.1, the major standards referenced in each table were updated to their
latest versions, and their relationships with the security measure requirements revised in Part III were mapped.

Structure

CPSF Ver 1.0

D.1

Cross-Reference Table between the NIST CSF
1.1 Subcategories and the CPSF Ver 1.0
Security Measure Requirements

Cross-Reference Table between NIST SP
800-171 Rev. 1 and NIST SP 800-53 Rev. 4,
and the CPSF Ver 1.0 Security Measure
Requirements and Examples of Security
Measures

Cross-Reference Table between Annex A of
ISO/IEC 27001:2013 and the CPSF Ver 1.0
Security Measure Requirements and
Examples of Security Measures

<

CPSF Ver 1.1

Cross-Reference Table between the NIST CSF
2.0 Subcategories and the CPSF Ver 1.1
Security Measure Requirements

Cross-Reference Table between NIST SP
800-171 Rev. 3 and NIST SP 800-53 Rev. 5,
and the CPSF Ver 1.1 Security Measure
Requirements and Examples of Security
Measures

Cross-Reference Table between Annex A of
ISO/IEC 27001:2022 and the CPSF Ver 1.1
Security Measure Requirements and
Examples of Security Measures
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8. Revision of Appendix E

For details of the revisions to Appendix E,
please refer to the glossary with tracked changes.
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