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- BRHERT
Overall

BRAT

We agree that organizations, including government agencies, should focus on improving their cybersecurity and resilience and that many of the recommendations
contained in the draft document advance our shared goal. However, we see an opportunity to achieve this goal while reducing the risks of negatively impacting
harmonization and consequently negatively impacting cybersecurity.

Harmonizing requirements across governments strengthens both government and private-sector cybersecurity in many ways, including by:
-Enabling governments to track and compare incidents and campaigns with precision.

-Allowing businesses, especially small and mid-sized firms, to redirect compliance costs into better security innovations.

-Refocusing governments from developing new, overlapping, duplicative, or contradictory requirements, to supporting cybersecurity operations
-Shifting the cybersecurity culture away from paperwork and toward secure design, effective risk management, and resilience. (2)

(2) BSA’s “Resilience Through Recovery: Elevating Backup in Cybersecurity Preparedness”
https://www.bsa.org/files/policy-filings/10212025bsaresilencecybersec.pdf

L=z

While clearly thoughtful and well intentioned, in general, the draft document’s current approach of combining, adapting, and reinterpreting requirements from other
documents will necessitate further interpretation by industry and create confusion, duplication, and complexity. A more effective path would be to require direct compliance
with the US National Institute of Standards and Technology’s Secure Software Development Framework, the BSA Framework for Secure Software, or similar documents,
and then - if necessary for cybersecurity purposes

- The BSA Framework for Secure Software: https://www.bsa.org/files/reports/bsa_framework_secure_software_update_2020.pdf

-BSA’s Cyber Policies for Cyber Purposes - How Choice Improves and Politics Degrades Cybersecurity”: https://www.bsa.org/files/policy-filings/0418205bsacyberpolpur.pdf
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Page 66 of English version,5. Reference Information S(2)-1.3 Risk assessment of software components5.4. Examples of measures implemented to meet requirements / /
(2) Life cycle management and assurance of transparency / S(2)-1.1Arrangement of software components

BRAT

The meaning of the requirement to adopt third-party software component that meet the “in-house requirements” is unclear. Mandating the exact same requirements may
be nearly impossible in third parties because of the strength of the security requirements software developers apply to their own code. Developers should be rewarded for
continuously strengthening their own security, whereas this requirement brings that approach into question. Notably, the Cyber Resilience Act in the European Union
mandates that developers conduct due diligence to verify the conformity of third-party components, which is a more effective approach.

-IEH

-BSA Response to the Cybersecurity and Infrastructure Security Agency’s Request for Comment on 2025 Minimum Elements of a Software Bill of Materials:
https://www.bsa.org/policy-filings/us-bsa-response-to-the-cybersecurity-and-infrastructure-security-agencys-request-for-comment-on-2025-minimum-elements-of-a-
software-bill-of-materials

The above was in response to the following request for comment:
https://www.federalregister.gov/documents/2025/08/22/2025-16147/request-for-comment-on-2025-minimum-elements-for-a-software-bill-of-materials
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Page 67 of English version / 5. Reference Information/ 5.4. Examples of measures implemented to meet requirement / / (2) Life cycle management and assurance of
transparency /S(2)-1.3 Risk assessment of software components

BRAT

The requirement to “acquire and analyze provenance information for respective software components and assess risks result from components” is, unfortunately,
premature given the current status of software bills of materials (SBOMs). For example, important work is ongoing at the US Cybersecurity and Infrastructure Security
Agency - in conjunction with experts from academia, industry, and other governments - to define a set of minimum elements for an SBOM. This requirement may create
unrealistic expectations and confuse customers who are not as deeply involved with the development and deployment of SBOMs as experts at METI.

L)

-BSA Response to the Cybersecurity and Infrastructure Security Agency’s Request for Comment on 2025 Minimum Elements of a Software Bill of Materials:
https://www.bsa.org/policy-filings/us-bsa-response-to-the-cybersecurity-and-infrastructure-security-agencys-request-for-comment-on-2025-minimum-elements-of-a-
software-bill-of-materials

The above was in response to the following request:
https://www.federalregister.gov/documents/2025/08/22/2025-16147/request-for-comment-on-2025-minimum-elements-for-a-software-bill-of-materials
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Page 70 of English version 5. Reference information / 5.4. Examples of measures implemented to meet requirements / S(2)-2.3 Sharing of release provenance data

BRAT

The requirement to “collect, protect, maintain, and share provenance data for all components of respective releases” is, unfortunately, premature given the current status
of software bills of materials (SBOMs). For example, important work is ongoing at the US Cybersecurity and Infrastructure Security Agency - in conjunction with experts
from academia, industry, and other governments - to define a set of minimum elements for an SBOM. Further, the document should distinguish between providing SBOMs
to a customer when requested and proactively sharing for multiple reasons including revealing information like configurations and integration strategies which may qualify
as trade secrets or information like dependencies which may increase security risks.

-I2H

-BSA Response to the Cybersecurity and Infrastructure Security Agency’s Request for Comment on 2025 Minimum Elements of a Software Bill of Materials:
https://www.bsa.org/policy-filings/us-bsa-response-to-the-cybersecurity-and-infrastructure-security-agencys-request-for-comment-on-2025-minimum-elements-of-a-
software-bill-of-materials

The above was in response to the following request:
https://www.federalregister.gov/documents/2025/08/22/2025-16147/request-for-comment-on-2025-minimum-elements-for-a-software-bill-of-materials
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P77 of English version/ . Reference Information /5.4. Examples of measures implemented to meet requirements /(3) Prompt responses to remaining vulnerabilities /
S(3)-2.3 Security recommendations

BRAS

The requirement to “report to authorities as specified” is unclear and may conflict with other leading approaches. Effective coordinated vulnerability disclosure minimizes
risk to technology users by establishing processes that increase the likelihood that information about vulnerabilities becomes public simultaneously with patches or other
remediations that enable users to protect themselves and should be managed pursuant to existing internationally recognized standards like ISO/IEC 29147 and 30111
directly, rather than to, for example, the CRA.

-IEH
Reason (If possible, attach or include supporting references or sources.)
-The BSA Framework for Secure Software Ver. 1.1: https://www.bsa.org/files/reports/bsa_framework_secure_software_update_2020.pdf

-ISO/IEC 29147:2018/ Information technology — Security techniques — Vulnerability disclosure: https://www.iso.org/standard/72311.html

-ISO/IEC 30111:2019 / Information technology — Security techniques — Vulnerability handling processes: https://www.iso.org/standard/69725.html
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Page 83 of English version / 5. Reference Information/ 5.4. Examples of measures implemented to meet requirements / (4) Arrangement of human resources, processes,
and technologies / S(4)-2.3 Sharing of cost recognition and budgeting

BRAE
The requirement to “Secure necessary budgets to ensure security based on policy” should acknowledge, explicitly, that this activity should be risk-based.

-IEH
-Cybersecurity Management Guidelines for Japanese Enterprise Executives Ver. 3.0:
https://www.meti.go.jp/policy/netsecurity/downloadfiles/CSM_Guideline_v3.0_en.pdf

-The BSA Framework for Secure Software Ver. 1.1:
https://www.bsa.org/files/reports/bsa_framework_secure_software_update_2020.pdf

-NIST SP 800-218 - Secure Software Development Framework (SSDF) Version 1.1: Recommendations for Mitigating the Risk of Software Vulnerabilities
https://csrc.nist.gov/pubs/sp/800/218/final
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Relevant Section (Clearly indicate the section of the Guidelines to which the comments relate.)

P70-72 of English version / 5.4. Examples of measures implemented to meet requirements/ (2) Life cycle management and assurance of transparency / /S(2)-3
Establishment of security requirements among stakeholders

BRAT

Some of the itemized requirements, descriptions and example measure within S(2)-3 vary from cross mapped NIST Secure Software Development Framework (SSDF)
objectives PO 1.3 and PW4.4 in ways that cause confusion for how they might be implemented. We recommend more directly adopting language for this section from the
objectives and tasks in the SSDF to promote greater alignment and understanding. If there is desire to require something beyond what is in the SSDF, it would be helpful
to explicitly identify where the guidance is choosing to expand beyond the SSDF.

iz
-NIST SP 800-218 - Secure Software Development Framework (SSDF) Version 1.1: Recommendations for Mitigating the Risk of Software Vulnerabilities
https://csrc.nist.gov/pubs/sp/800/218/final
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TF 1T IRICHSERIOVWTEER DIRfFESIHCE. HAN—1>I5BEEBBOFISRE DI TEAK BROTF1)T(M L2 BFEAIRENMVELRD, £ BENOERICRI2EREBIEL
BIC BINEAOEE (327 LR GBIENSAE. MBIZ ORI, I35 KOS AEEATEY—EAX"1-08l) LB T SERAOEEENRYSNS, BRI /—1>758% |[FT.
FOHEN, tF1ITAAROBBEPIZNIOVT, HEORMEADEZENEETH), BB/~ >IFBEBOMOGEISIE, RS AEERCLIERAOHBL 2L, HRI2 |BRFOXEEZNMALTHENEFTOT. BBEOT(/N\—(>I5HBEEMD
FLADSATHADIUCODRZ T2 -2V REICED, IBRAERRR S 2CENBEND, (BHETZEREIS : S(1)-1 £A%) BURIEDIERDE ST, ISR I 3LILFET,
:f%l’\]@ 1 FERCMA T, BEFEEALNERBIZER(E. 2022F 108 T/ F1— > 2E0OY 1 -t F1UF 1B L OIS OES | 55L D)0 — M — Sy TOBEICEF TUOVWTES RINELEZF [HFS5AF1—>2AEOH AN —tE 1T/ ORSHOEESeE D) (=~
° Ty IR LR TARE BHI R VR | 2B UET .
26 (6. CRRVEREBDIITEVET,
gzig ;SéSSE»PI'AR*3'G(¢SBOMB§{¢UE£3'CBD JC-STARLOBSEME, 1B DIFEBAZEL TLIEET L S/ 2R UHERZOBE (B7R%2H) (040, MESAT4
= ‘ ) R ; e HHABCHIIBHEBIFRIN. RN RIAVRFIZOERK(L
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27 [ CRRVVEEEHINESTEVET.,
HHEN - CREHHFTED. BEENMAN—(>T5BEE(CHLTEYR
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REPFEZER I EEBERIUVIER LRI THENET,
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SETOVEEET,
28 2_§;@ e CREVEEERDNESTEVET,
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‘BRAS | BREESCEIEOERGIEBHIORRRZEL ML TRPILTWEERW,
- | BREIR, BIURIADEESIE EHIOREFRNDBEL TOTHRH WD,

CRRVEEEBINESTEVET,

3BEOIEREIR | YAN—12I5BHEBITROSNSERFIAZTE
FEUREDOTHD, FEREREI DD TEHDFEA, —75. SEDIEWE
B ERR T B DFERPSEFEREHIRLLEDTY,
INS%EE—BIFFICEEERVLES & FFEDEHEFINMADEREIR
THAINDELSITERIBEN . RBXEERNBHORIB OIS
B TREREESFORIRT RN ZIB IR TENET,
FBEDERICEIR-SETERWVIXIMEZS NI T 3RENBSE
(FELFAFUTENFIN INS5ZIECXBIL. REERZRIER
RS, RTEOEBRZHITL. [REBODSTHLEBTULEET.
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BR1: S=HRIOESNEUSICRE T 22T 0ikRL

R EFR

- 8828 2.2 % (1) TV REEERUZYINI IO - BT - 6 EA (201%-2)

- 853E 3.1 BRBEODEE (4) A - TOCX - i0OREMR (23-24R-3)

BRAE

BEAHRTFIEZXBIERZATACBNTE. BIREF 1T RME N BIRREICR I 2E = E D2 EEHCEUSL. MR EDR - EMTONTVS L E, LEVWEMLL TIRRRCAIE D3
MEMEEZEYS.

B{RH(IC(E. ISO/IEC 27001 (BIREFIVTAYRIATIIRATLA)  SOC 2 Type 11 (AIFME- tF1UT+ BIEOEREM) | ISO/IEC 27701 (FANS—IBHRIRSAT N RTL) SOEBHIC
RSN R B EHEFEDEBCL T, [BIREE ERKS - Y- CAREE2ZHEN (BRI I EANMBEEINET .

2 -1RHL

1. ISO/IEC 270010 EFHIAIE D EBATRIECH I DEE M

ISO/IEC 27001(3. t#5R1500EL ET70,0004 U L OFREENFITEINTVBIBIREF 1VTAYRIX M AT LAOEBAFETY (ISO Survey 2022) .

Gl

- ISO/IEC 27001:2022 - Information security management systems

https://www.iso.org/standard/27001

ISO/IEC 2700155 (&, EfiHkRd - EEBH4RT - BEERMEBAS MEDRICLD. RO —([CEKEDIBEIREF 1T %EBAT A BRI ZBSBHEICRDSNZBHEL B TVET,

(iHed])

- "Government, military, or healthcare organizations are often required by law to only work with those vendors who can prove a high standard of information security, and
ISO/IEC 27001 certification is often asked for."

GoodAccess: ISO 27001 Compliance Guide

https://www.goodaccess.com/blog/iso-27001-compliance

2. SOC 2 Type IIICL 3R] AL - Mk eROE R EERDEERE
SOC 2 Type 11l KEARRFHLHBR(AICPANEDHBEFEY —CREHECEDE, t+1U74 - DI AM - AUBOTL M - EMRIE - T3 — D5 DOEHEONT, —EMRICHIZERBITEE=
ENEEIIHEHTT.

$FCT B (Availability) IR#ETE. U TFOERNHEENET :
- 24/7/3650M IR AT LESR

- TEMWEITANA—N=XHN=Z s

- E1EIHEBI(DRP) L B Ak FEE HEI(BCP)DIRTE - EEATA b

- 18IRIFRI B (RTO) 18 IHI R EE(RPO) DX EL

- )Py TEL )T - 3> DR

(Higa]
- "Availability ensures systems and data remain accessible and operational when needed. It's not about 24/7 uptime, but about proactive planning for resilience and
disaster recovery. This includes backup systems, failover processes, capacity management, and environmental threat assessments."
Bright Defense: SOC 2 Compliance Requirements
https://www.brightdefense.com/resources/soc-2-requirements/

- "Continuous 24/7 monitoring conducts over a million monthly checks, ensuring ongoing control assessment for cloud services."
Sprinto: SOC 1 vs SOC 2 vs SOC 3 Comparison
https://sprinto.com/blog/soc-1-soc-2-soc-3/

Gk}

- "Cloud and SaaS providers often pursue SOC 2 Type II attestation alongside ISO 27001 to demonstrate real-world control effectiveness over time."
CreateQ: ISO Certification 27001 and 9001
https://www.createq.com/en/software-engineering-hub/iso-certifications

- "A 2023 ISACA survey found that 73% of global compliance leaders now view ISO certification as a 'strategic differentiator' rather than a cost, citing benefits like
operational clarity, board engagement, and shortened procurement cycles."
AL

CERRUVEEEHDHESTETVET,

CiEHEMIED., ISO/IEC 27001, SOC 2 Type II. ISO/IEC
277015 0EBRIREREEHIE . SAOIRTAS N AT LAPERIR
MERENCGIAIZFERELTEETH. BFEESPEE (2D
SICBVT. INBOFIE TROBNTVZ T IVF AR DOKEESE L
URHYS, MEBRERZBUTVSBOLEHLTHNET,

UDURHYS, R4 RS (G SIBLARRERE REOTA/\—1>T5
BEEEWRELTHED, WEROBA(CHIO T, MREBB AT L
VINIT 7 OSFIEICTE . AR DHEWEERRIHREUIZURIR-2DT
TO0-FEARRRIELTHNFET,

FEDRIARE. H2VEENSOEENRESE —RCTEBEFLVLE
HIEUTRELTUEVET L. FIXFENIBEFRERDRVS AT AICKT
UTTFANS—BEER T A HER I B2LICRB L. [EBIDURI4FIE
BEBRIBICZCHRVBRIRE RN, SREIEEEANENEL
TUEREENTEVET,

URDWEL T, B4 RS VAXNADRFEDRENHEHEDEDOBREEE
TH9 ., RRBOOEHESETVLEED,
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BR2: t3a17- )1 - T I MO BARNEHRIE

A EFT
- S35 3.2 EREIA S(1)-1 REHFOURVEHBE I ERDERT (27%-2)
- 8835 3.2 ERFEIE S(1)-2 tFa7REIR (28R-)

BRAE
[2+17- /M1 -7 T2 MORRICHEWT, FIRESLVEREDRIFEREN ARNUZIZENT 3HEH0 . YIMERERNSHEMHATN TSI LR, JOREREMEL TIE DI 3N EBEERET.

BRI, FRALFIREIR CBE(RTFUR MY, SRIFIFEIHIE T 25RET, EIRARZINGI T 2B S LREEREN FIHPRRENSREIN TV SR ENHDET .
2 -1RHL

1. NISTHANR—tF1UF1IL—LT-ICHBF2EF17 -1 - THL O ORIBE D
NIST Cybersecurity Framework 2.0T(&, TF+1U71%> X7 Lhs&ksT OFEREBENSHEAAD CEDEEMENRATNTVET .

(iHed]

- "The NIST Cybersecurity Framework (CSF) 2.0 - Organizations must proactively identify and address weaknesses."
NIST: The NIST Cybersecurity Framework (CSF) 2.0
https://nvipubs.nist.gov/nistpubs/CSWP/NIST.CSWP.29.pdf

2. AIS—HHA -+ 1T DRADIESE R THIRAF
ABIIS—(3 AN F2)71 (LB RO RER THAENL(EIENTVET,

(iHed]
- "Human error has been widely demonstrated as the weakest link in cyber security. Therefore, all employees should receive regular training to increase their awareness of
information security issues and the purpose of the ISMS."

IT Governance: ISO/IEC 27001:2022 - Information Security Management

https://www.itgovernance.co.uk/iso27001

CORRRBTHU. EF27 - /N1 - T I MREHI LD, MEPREN ST R(CRIATRERS AT AERHIBIE T, AMZADURIZKRIBILER TEEY.

CERVEEEHDHESTETVET,

CEROED. AWIS—(FtFiUT LOEBRIEIERTHD., KGR
FENSINSZARIR S 2EHEHEHAHFADCE (IR TEE THDERH;
LTHENET, 2BZ(CHBWVT, 17 /\(TIAIMORBICAIZZEZK
BHRELTRELTHNES,

—AT AHARFA S BAN—ADITEEERVBERIRDSNS
B (BEAIBER(ZEIZEIE) 2RIBOEL TR ZED THHET,
WERWEIRRICOVWTE. KDEARNREFERSCHEEIDIENS.,
FREOEBDESETVREEET,
WERWEHIRRESEBOSELVLET,

BR3: BEFROTTRMEHRICBEI T 2EM ORI

ZHER
- 828 2.2 & (1) tF1VT mEBEERULYI NI OET - FF - 4G - R (20k-2)
- $83E 3.2 BXREIE S(1)-4 Y-EXOEZHU>Y (30R-D)

BRAS
BEERURFEEZABIAT L FFICHK - BREFE - BEMETICEANZI DI TR E—OBEFRPERCKTFULRVEEIIRALEREY.

EHOBEFE: (SMS, BFEE. B/\MIT—4. BFX-)IE) 2HATEELIBILT, EHREEDRMEHCOI2UAMERNRSNET,
I8 - 1RHL

1. FEMA CREENZRBEERT) [CLEHBEEROHERE
FEMA(Z. SEROL VIV RETTRMZHERT 31, BOBEFREFAIDLEHRLTVET,

(Higa]
- "Resilience and redundancy in communications help to ensure the uninterrupted flow of information. Resilience is the ability of systems to withstand and continue to
perform after damage or loss of infrastructure. Redundancy is achieved through the duplication of services."
FEMA Emergency Management Institute
https://training.fema.gov/is/courseoverview.aspx?code=1S-2200&lang=en

- "Utilizing multiple pathways for public alerts increases the likelihood that the message will successfully reach the public. IPAWS is structured to facilitate this
functionality."

FEMA: Integrated Public Alert & Warning System

https://www.fema.gov/emergency-managers/practitioners/integrated-public-alert-warning-system

2. B2BECHIZZF v 70— FORIEHIRIL
RRBFCHIDNROBES(CL, WROBEFr RV EHENICERBIZENTIRTY.

[Gak::)|
- "Effective warning requires the coordinated use of multiple channels of communication. For most people the first warning received captures their attention and triggers a
search for corroboration, but cannot be relied on to elicit the desired behavior."

Wikipedia: Emergency communication system

https://en.wikipedia.org/wiki/Emergency_communication_system

- "Multi-channel communication: Effective systems use multiple communication channels to ensure message delivery even if one channel fails. This redundancy is crucial
for reaching all stakeholders in a timely manner."

Crises Control: Emergency Communication Systems

https://www.crises-control.com/blogs/emergency-communication-systems-3/

3. BROAREKE(CHIF2EES 2T LOZE
2011FEQRBAKRRL T, th L EHREIEHBIECHRIEEEL RN OIMIETE, 1>5— Ry MOEEBENNEETFREL THIELELR.

[Gak::)|
- "In areas with infrastructure still intact, even though both landline and mobile phone lines were not functioning as might be expected, the Internet was still accessible. In
the hardest hit areas, particularly Sendai and other areas of Miyagi, Iwate, and Fukushima Prefectures, satellite phones were often the only form of communication that
functioned reliably."

Wikipedia: Emergency communication system

https://en.wikipedia.org/wiki/Emergency_communication_system

CRREVEEEBDNESTEVET,
BEFEROTURMHEREIERLBIACRHMLTHNET.

—H T AR HAN—A2ISBEEFRVBERCKHBENS
515 (BEANBRZEIZEIA) 2RIb0OEL TR ZED THDET.
WERWEIRRICOW T, KDEARNRERERSCHEE I DIENS,
FREOEBDESETVREEET.
WeRWEHIRRESEBOSZLVLET.
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EERR
- 883 3.2 BRBIE S(1)-1.1 URIR-ZADTF1ITHBHOEE (27R-2)
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BRAE
BEOHRFEHEIRBBEMSZATLCBVTL, BELRZA2T5(0OWVT, +HRBTTRYE - MEEM - IRREZER 757 MRIBEZERL. MIERELERATIESD TRV A AMEERL TWSILN'E
£TY,

FESHEEPRENDRBCKFURB. IILFU—23> - LFPAA LTV - ABRICL BB D BN LEENET .
HHER - ARHL

1. EBISIRTONAI—CBFBTIVFAZ IIVF— S ABRLDIEHE
AWS, Microsoft Azure. Google Cloud Platform®3A%57RT0/\15— (4. EaIAMERI T30, EEOTRASEYT1V -2 (AZ)EEE D) -S> = IRELTVET,

(Higa]
- "AWS, Azure and GCP all have uptime SLAs of 99.9% for a single VM and 99.99% for a pair of VMs spread across two AZs. An uptime SLA of 99.999%, which is only 5
minutes of downtime per year, is achievable by combining the multi-AZ approach, double redundancy, active-active HA."

FlashGrid Inc.: Multi-AZ vs. Multi-Region in the Cloud

https://www.flashgrid.io/news/multi-az-vs-multi-region-in-the-cloud/

2. I FU-SLTREOEE S
H—U—-J3 ROV FAZIBRRIEI TR ABURNE (MR, 2K, BFE) (CIITE2RAEEIRERRTELL A BEOXELSUIDR(I, #EU-JaVChHA RNV ETY,

(iHed]
- "Regional outages do happen, and in those cases, it is important to be able to recover your business critical applications to an alternate region. Implementing a multi-AZ
architecture in AWS is not enough to achieve true disaster resilience."

Arpio: Multi-Region Redundancy for AWS Disaster Recovery

https://arpio.io/multi-region-redundancy/

- "Multi-cloud environments enhance disaster recovery (DR) capabilities by enabling cross-cloud redundancy. Businesses should implement multi-region replication and
automated failover strategies to ensure high availability."

Cogent: Maximizing SAP with Multi-Cloud

https://www.cogentinfo.com/resources/maximizing-sap-with-multi-cloud-the-best-of-aws-azure-and-gcp

3. NISTOL=LT- B REEACISORI A -LSUIVA
NIST Cybersecurity Framework(&, EE4>J50HY1N\—tF+1UF7((CHVT, AJAMEELSUI> 0@ _ L2 BERELTAIE DI TVET,

(Hsa]
- "The Framework's prioritized, flexible, and cost-effective approach helps to promote the protection and resilience of critical infrastructure and other sectors important to
the economy and national security."
NIST: Framework for Improving Critical Infrastructure Cybersecurity Version 1.1
https://www.nist.gov/publications/framework-improving-critical-infrastructure-cybersecurity-version-11

CRREVEEERDNESTEVET,

ISR ISOTR S - A B EEEREIALRMUTHIFET .

— AT AR AN IFBEERVBERCKROBNS
B (BEANERFEIZER) 2RIEOELTIREIZEDHTHDET,
WEREVWEAIERIOOWTE. FEDTSYRTA—L (XTUvHI59R)
[CEBOEREM (NIFU-23>%F) THD. MREFEOFAL%E
BRIFEENTEVET ., SVEFRNRERERRICHEE T3NS, R
BOEBDESHTVIEEET,
WERWEIRRESEBOSELVLED,

BR5: 24851365 ABERATI S LURBRAIKHEEICBI T 2E T OBRRIL

BE s
- 853% 3.2 ERFEIE S(1)-4 Y-LROEZHU>Y (30R-2)
- 883% 3.2 BKBIE S(4)-3 TOCREARS - DM EEDIEST (41/-3)

BRAS
BFEQHRFHEZXZY LBV TR Y- EREEBIU T, 24857365 B4 TOBERBLURERANMTON . DRI ENSEN BT BERMAHINEEBENTVBIENVAREEZEZET

CNIFERBEEMGICLEES T, FIMRIORER/IMEOBR R TEEETY.
2 -1RHL

1. SOC 2(CH\I Bk HISE RO BT
SOC 2 Type IIT(}., 24/7/3650MEHIBS 2T ABERE 1T (BT Y—(SOC)DREN . BIAMETF1UT( ORERBILITZHIKRHENET

[Gak::)|

- "RPE's Type 2 SOC 1 and SOC 2 Data Center offers 24/7/365 US-based engineering and support, top-tier security, high availability, and scalability."
RPE Solutions: Type 2 SOC 1 and SOC 2 Data Center
https://www.rpesolutions.com/type-2-soc-1-and-soc-2-data-center/

- "Our SOC is organised into different teams of specialists, depending on the severity of the threat. This reduces the time required to detect and respond to threats. With an
average response time of just 12 minutes and a 75% reduction in false positives, our SOC delivers precision and reliability."

Wizard Cyber: 24/7 SOC Services

https://wizardcyber.com/24-7-soc/

2. HEEERICL B> 27 NIRRT I B R AR
2485136 5H MEERMABICLD, TFIUT1 12372 MOMRESLERRACARANU , TURICH ST BTENTIREICRDES .

(Hiza]
- "Continuous monitoring: Routinely track system performance and detect service degradations. Security monitoring: Centralized logging, anomaly detection, and real-time
alerting for suspicious behavior."

Venn: SOC 2 Compliance in 2026

https://www.venn.com/learn/soc2-compliance/

- "Monitoring and incident response: Continuous surveillance of systems to detect and address security breaches or policy violations quickly, minimizing damage and
downtime."

InfraCloud: A Comprehensive Guide to Achieving SOC 2 Compliance

https://www.infracloud.io/blogs/achieving-soc-2-compliance-comprehensive-guide/

CRREVEEZEBDINESTEVET,

CEROBED, EELRHSEEZZ XY -ECHNT, MiEMRES
HERR R E TN AT BERA I ZZE BT B L (EIABHTEETHI.
SOC 2 Type IIETRHSNZEE(L, ZOHOBHNBETILO—D
ThHdERmUTHNET,

UNURHS, AAA RS, SRESHRBEERE - B2 DOVINII
TBLEUHY—EZRITRELTHNED, TORH. ETOIEBRRLRTEE
X 232U T—RRIC248RI36 5 H A A ESRIAEIZS %
BAERMEVTRETZCLE. —EXDSFEPRIR NI RO NS,
W UBRBERRERS RV —2BIETESN . EARNRERL AN
BRI (SLA) ([LOWWTIE BEREDERZKRICL O TREININEED
THREEZITHNET,

LA WEL T, [REEODEEHLSETEREET,
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BRAE
BER/URFEEZXST -EACBVTE, EERLERFOMICEE PEEOFTENFIETHD. Y—EALNVCEIZERCHVT, BREIEF0EEERMEIRDNTOSILNEETY,

REBENMBECASECRILE. FIAEROURAIER FOREERDET,
2 -1RHL

1. SOC 2(CH\F BRI AMEEELSLA
SOC 20E] A (Availability B4 TE, B —ERIRHENZHNEILESLATRESNBOCI AT AN FIFHDIRR THI LRI 2EEEZBVET,

(iHed]
- "The availability principle refers to the accessibility of the system, products or services as stipulated by a contract or service level agreement (SLA). This principle does not
address system functionality and usability, but does involve security-related criteria that may affect availability."

Imperva: What is SOC 2

https://www.imperva.com/learn/data-security/soc-2-compliance/

2. I3RS -ERCH I EEHLEET OB
FEYSIRIONAH-FIEEHBET)L(Shared Responsibility Model) 1ZRFALTVEI A Y—-E2ABEEIESMRHT DY -CRABICH I B AIEEIRCOVWTEEEIF OMENBDET .

(iHed]
- "Per their Shared Responsibility Model, AWS is accountable for the physical infrastructure it operates and the managed services it provides, but their customers are
responsible for their own resiliency when assembling their cloud environments."

Arpio: Multi-Region Redundancy for AWS Disaster Recovery

https://arpio.io/multi-region-redundancy/

CERVEEEHDHESTETVET,

CEROED. EELHESREZZ XY -EACHWVT, BERLEROD
EEEFENRAETHOD, REBENRH(LE THD L. F
BECEHTERRIRIER FOFBERNBRERMUTHLET,
UNDURBHYS, RAA RIS, SEEAFRBREERE - B2 OVINIT
THIOY—E2ZTRELTHDEYS . TDfesd. SLAICHBIFDERNLR R
SEAEOFHHPEESEORMOETEL L. U—EXDHE&E, JX bk
BLUFBAEHREERBOBEBES| LOSRCIOTEBISREZNZA
FEEEZTHNFET,

URAWEL T, [RERBODEELSETVREET,

BR7: BEOEATF1UT(F - [EEREOHIHIE L

B sl
- 853% 3.2 ERFEIE S(6)-2 BEREBOU-I—vILEBYINITTOFE. BR (ZRHR-TTHEHD)
- 882E 2.2 B (6) BEOREBO)—-H -y CLBURVEREYINIITHIE EA (21-22R-2)
BERAE
EERMHRFEEEZZBIERS AT LAOMECHNTE, BECEAPEREF 1T BHOHAEBRZEBOREVERIFELELCVIGE. TOBEF RSB ANEZEHRNCERBATIEETHD. FERIC
BYICFHBNZAHEFNBEEEZET,
TNZED, EHROBEEREDRTURIZERL. SOEFEOE VY —EIRBELETE I ZENIRECRDET,
T2 - ARHL
1. NISTHAN—tF1UF1IL - LT IICH 2GR EOEE 4
NISTIL—AT=ITE, BEDA>ST > MSFEY, MEENICERET 3 TOLANERENTLET.
(Hga]
- "Cybersecurity can be an important and amplifying component of an organization's overall risk management. NIST CSF promotes a culture of continual improvement in
information security practices."
NIST: Framework for Improving Critical Infrastructure Cybersecurity Version 1.1
https://nvipubs.nist.gov/nistpubs/cswp/nist.cswp.04162018.pdf

2. ISO/IEC 27001(CH\F 3 2 BBk i E
ISO/IEC 27001 T, TFIVTA 13T MEERDZ BB BRI LLOLHOMGHIENEREN TS,

(Higa]
- "ISO/IEC 27001 promotes a culture of continual improvement in information security practices. Regular monitoring, performance evaluation, and periodic reviews help
organizations adapt to evolving threats and enhance their ISMS effectiveness."

Wikipedia: ISO/IEC 27001

https://en.wikipedia.org/wiki/ISO/IEC_27001

3. FEERKOUZVFHEICHII 2B ERBOEEM
B ESLURETBECBVT, A -0BEOTFIVT 7> NEREOHEEE M 3243 URIN-ZOBBRECBVTAREARTY,

[Gak::)|
- "Customers using a multi-cloud environment can have a strategy to prepare for potential outages. Organizations that protect their applications and databases
demonstrate commitment to data security through regular audits and documented remediation."
AWS Blog: Failover Microsoft Azure workloads to AWS using AWS Elastic Disaster Recovery
https://aws.amazon.com/blogs/storage/failover-microsoft-azure-workloads-to-aws-using-aws-elastic-disaster-recovery/
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ISO/IEC 27001E8:&

1. ISO/IEC 27001:2022 - Information security management systems https://www.iso.org/standard/27001

2. GoodAccess: ISO 27001 Compliance Guide https://www.goodaccess.com/blog/iso-27001-compliance

3. CreateQ: ISO Certification 27001 and 9001 https://www.createq.com/en/software-engineering-hub/iso-certifications

4. IT Governance: ISO/IEC 27001:2022 ? Information Security Management https://www.itgovernance.co.uk/iso27001

5. Wikipedia: ISO/IEC 27001 https://en.wikipedia.org/wiki/ISO/IEC_27001

SOC 2B8:&

6. Bright Defense: SOC 2 Compliance Requirements https://www.brightdefense.com/resources/soc-2-requirements/

7. Sprinto: SOC 1 vs SOC 2 vs SOC 3 Comparison https://sprinto.com/blog/soc-1-soc-2-soc-3/

8. Venn: SOC 2 Compliance in 2026 https://www.venn.com/learn/soc2-compliance/

9. InfraCloud: A Comprehensive Guide to Achieving SOC 2 Compliance https://www.infracloud.io/blogs/achieving-soc-2-compliance-comprehensive-guide/
10. RPE Solutions: Type 2 SOC 1 and SOC 2 Data Center https://www.rpesolutions.com/type-2-soc-1-and-soc-2-data-center/

11. Imperva: What is SOC 2  https://www.imperva.com/learn/data-security/soc-2-compliance/

NIST Cybersecurity FrameworkR8:&

12. NIST: The NIST Cybersecurity Framework (CSF) 2.0  https://nvlpubs.nist.gov/nistpubs/CSWP/NIST.CSWP.29.pdf

13. NIST: Framework for Improving Critical Infrastructure Cybersecurity Version 1.1  https://nvlpubs.nist.gov/nistpubs/cswp/nist.cswp.04162018.pdf

14. NIST: Framework for Improving Critical Infrastructure Cybersecurity Version 1.1  https://www.nist.gov/publications/framework-improving-critical-infrastructure-
cybersecurity-version-11

R2BE - ZFrrIBERE

15. FEMA Emergency Management Institute https://training.fema.gov/is/courseoverview.aspx?code=1S-2200&lang=en

16. FEMA: Integrated Public Alert & Warning System  https://www.fema.gov/emergency-managers/practitioners/integrated-public-alert-warning-system
17. Wikipedia: Emergency communication system  https://en.wikipedia.org/wiki/Emergency_communication_system

18. Crises Control: Emergency Communication Systems https://www.crises-control.com/blogs/emergency-communication-systems-3/

I3RS ISTUR AR E

19. FlashGrid Inc.: Multi-AZ vs. Multi-Region in the Cloud https://www.flashgrid.io/news/multi-az-vs-multi-region-in-the-cloud/

20. Arpio: Multi-Region Redundancy for AWS Disaster Recovery https://arpio.io/multi-region-redundancy/

21. Cogent: Maximizing SAP with Multi-Cloud  https://www.cogentinfo.com/resources/maximizing-sap-with-multi-cloud-the-best-of-aws-azure-and-gcp
22. AWS Blog: Failover Microsoft Azure workloads to AWS using AWS Elastic Disaster Recovery https://aws.amazon.com/blogs/storage/failover-microsoft-azure-
workloads-to-aws-using-aws-elastic-disaster-recovery/24/7

BEARARHIBSE

23. Wizard Cyber: 24/7 SOC Services https://wizardcyber.com/24-7-soc/
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>NIST SP 800-218 (Secure Software Development Framework) Tld. %5t - BIRERFEOIISRICINZ . ERTROERE IR RV VAT CIER - WIE I 2 BN BIEENTVS,
https://csrc.nist.gov/publications/detail/sp/800-218/final
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> IRHESAISBOM EACBIFBF5]1TIE, SBOM (FBRREROEL THD. BRKOUZAVFHEIZ ERAEIZEOTIIRVIENIRENTVS,
https://www.meti.go.jp/press/2024/08/20240829001/20240829001-1r.pdf

>KECISA [CBLTH, SBOM [FEF1UTHRO—BRTHD, BMTREMZRIII OO TRRVCEEEINTWS,
https://www.cisa.gov/sbom
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https://attack.mitre.org/techniques/T1105/
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>NIST SP 800-82 (ICS Security) Tl BJfMY -T2 M emBet USRI ROBEMENRENTS,
https://csrc.nist.gov/publications/detail/sp/800-82/rev-3/draft

>1EC 62443 )-X(CHVTE, OT PEBACIFRBICHIZ3 Al - R2M2EZ B/~ F 1T ROIL— AT VR TVBIEN AR
https://en.wikipedia.org/wiki/IEC_62443
https://niccs.cisa.gov/training/catalog/tonex/iec-62443-industrial-automation-control-systems-iacs-cybersecurity
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>NIST AI Risk Management Framework Tl&. Al ZFUVZHIBRICHIFZ3BATIEEYE (Explainability) LEBAMENMEIBMRROEREL TREINTWS.
https://www.nist.gov/itl/ai-risk-management-framework

>OECD AL RRICHEVTE., BAK - SRAEENEERRAILL TRENTLVS,
https://oecd.ai/en/ai-principles
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