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CNC/Mastercam, Cohere, Dassault, Databricks, DocuSign, Dropbox, Elastic, ESTECO SpA, Graphisoft, Hubspot, IBM, Informatica, Kyndryl,
MathWorks, Microsoft, Nikon, Okta, OpenAl, Oracle, PagerDuty, Palo Alto Networks, Prokon, Rockwell, Rubrik, Salesforce, SAP, ServiceNow,
Shopify Inc., Siemens Industry Software Inc., Splunk, Trend Micro, Trimble Solutions Corporation, TriNet, Twilio, Workday, Zendesk, and Zoom
Video Communications, Inc. AMEBAREL LTSMLTWET, FLIE7z7H 4 b (http://bsa.orjp) & ZELZE W,

(2) https://public-comment.e-gov.go.jp/servlet/Public?CLASSNAME=PCMMSTDETAIL&id=595224009&Mode=0
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TH1HDFBICEALXETHD EERX D,

(MergeBase believes that this guideline is an extremely useful document to educate the market on one of the key cybersecurity risks, software
supply chain attacks.)

—HEDEXRY 7+ —XTHERIINTWLEA, BARIIAHFERORFTHY . TELBMHETHBE L TRKELEUICKREURELTVLS, oD
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TAF)D [2F27 N1 - THAV] TH?2, %EIE [BEN] THY. BRAOREFEEEDHA F7 4V ITELLTWS,

(As discussed in the task force of METI, Japan is an export driven economy and relies heavily on the US and the EU as key export markets. In
those markets, different approaches are pursued. The CRA in the EU and the “Secure by Design” from CISA in the US. The last is “voluntary,” and
so similar to MET!’s guidelines in Japan.)

—KELEVICHHT 2 HAREIL, SEBEDIBICIOBERICDOI 25 BHME2712A55, TNEXIETH7-0ICIE, BEEEEAVANAKX Y
AEINL2ODBRE ZBEI B 2B NETHIENERTHA S,

(These two initiatives likely will force Japanese exporters to comply in the next few years. To help Japanese exporters be successful with
compliance in these markets, it will be beneficial to make more efforts to align METI's guidance with these two initiatives. )

—REAMICIEKELEUD T 7A—FRIFBICRA>TVDIEDICRAZD, BT 20 EIHEVIBEREZIEYRKRITIE. mEOERY AT L BT
W5,

(On the surface European and US approaches look quite different, but if you remove the element of regulation, they are quite similar.)
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vEFa T4 ICEATAEMARR, BRSO A MR E LTRMESNREES (BRERC ERshdZeasRkHTWVWS,

(The EU/US approaches are broader but do overlap with the area of METI's guidance. They have less detail on software supply chain security
and set out more a general expectation that known vulnerabilities will be eliminated (over time).)
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X2 VT A RBIOELERAMEZHERL TW I ENEELEER D,

(With the globalization of the software supply chain, in order to ensure the competitiveness of the Japanese software industry and Japanese
manufacturing and other industries that use this industry as a whole, and to protect Japanese citizens and industries that import and use foreign
products and services from cybersecurity risks, we believe that it is important to ensure interoperability between Japan and foreign countries,
especially the EU/US. We believe that it is important to ensure interoperability of cybersecurity regulations between Japan and foreign countries,
especially the EU/US.)
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%,

(There is a lot of discussion around analysis and prioritization, which is something we see in virtually every large organization. However, what is
the long-term view of METI on the topic of known vulnerabilities? It might provide a lot of value to state a clear vision. Are known vulnerabilities
acceptable in the future? If not, what is the role of different players in the software development ecosystem to eliminate known vulnerabilities?

We believe that it would be desirable for Japanese industry and citizens to clarify what the policy objectives and ultimate goals of the Japanese

54 |12 Bk 2. P24 %2- |ERAR BHEEWLLZWZERICEL T, ElRan/z
6 —NTIARRNERTHREL TWDT—XEBBE LT, SBOMIERZE (Author of SBOM Data) DIRHZERL T2, LA L. B4 DRETIE, F— |SBOMORBRICDOWTREE - ERT D52 L0
Ty —=R7BY o ME, TOSBOMEREERICOWVWT, EEICEZ THA—BHERETRHEL VAL, FEETE, BHLAYZS5 A [EEHEBICFIICRHLTBYES,
VIV TIEFEERDEWT—Z e Y S5DDT, VIRV E—~DBERE LIF, FRLOIEFBEEITRETH D,
(The NTIA minimum elements set requires the AUTHOR filed. However, in our experience, open-source projects do not provide this information
with sufficient consistency and quality for it to be relied upon. It may be valid for handwritten data, but it may be meaningless for tool data, so it
should be a requirement for tool vendors or a precaution for use.)
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fZ:SBOM @ |G LAITNIER ST, ZLOBMEENREL, ESNEND I EEERT 5, LREDRELZREL TRV EN D,
A=<y k& (One of the main issues in holding back the development of software supply chain security is the lack of a specific standard. Starting with the — |[BEADHES TSERTE2ED-WEFELE
L <. SPDX. |US NTIA, all governments have shied away from committing to a specific standard, even though SPDX has become an ISO standard. This means ElS
CycloneDX, that industry and tool vendors have to cater for all standards. This creates a lot of additional work and slows down progress.)

SWID % 7' ®3 —REEEL T, FE LOEINEE (BHE], 7272000 —NLICBRAT2H0) 2BET DI LERFATRNETH S, 2 H5TNIE TAVRTLA

DDT7 =< |NOTRTCOREREICE > TRENASHIEENEEN D, 2720, —HOBREICIIEHNLBAZES 1H LAV,

~DHRHRD S (MET! should consider specifying a preferred technical standard, but one that is globally accepted. That will create long-term efficiencies for all
n<THY ., A |parties in the ecosystem. Although it might create some short-term pain for some.)

TA—=<v M| —V—JL& LT, MergeBasetBEFZ D & 512, SPDX, CycloneDXD A »iR— bk, T7 RR— MEEAIEREEHL TWIHLDAHBINELEZ D,
H-5<SBOM (As a tool, we believe that METI should recommend the product that has SPDX and CycloneDX import and export capabilities as standard, such
13588 H 7Ly |as the MergeBase product.)
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LB %Y — (It is our hope that you will add our MergeBase to this list of tools described below.)
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https://cyclonedx.org/
SPDX 3.0
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